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minimum uniform standards per the references for the Marine Corps
Physical Security FProgram.

2. Background.

wall as:

This Manual standardizes reguirements for physical
security aboard Marine Corps installaticns and ocrganizations, as

a. Provides commanders the authority and responsibility to
protect personmnel, facilities, property, and material under their

command.

CISTRIBUTION STATEMEHWNT A: Approved for public release,
is unlimited.
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b. Identifies nmeasures to safeguard personnel, facilities,
property and material at all Marine Corps installations and
activities.

c. Provides guidance for evaluating, planning and inplenenting
Mari ne Corps conmand physical security prograns.

d. Establishes m ni num st andar ds.

e. Assists those responsible for physical security in their
efforts to carry out the assigned nission.

3. Discussion. To be effective, a physical security program nust
receive attention fromall echelons within the chain of comrand.
Enphasis is placed on the commandi ng officer's responsibility to
ensure that the command security posture is accurately assessed and
security resources are appropriate to execute these prograns.

4. Responsibilities. Marines, Sailors, and civilian enpl oyees mnust
be involved in the physical security of U S. Governnent and Marine
Cor ps property.

a. Installation commanders/comrandi ng officers are responsible
for physical security within their commands.

b. The provost marshal is the installation commander’s
desi gnated representative responsible for planning, inplenenting,
enforcing and supervising the installation physical security
program

c. The appointed security officer at each Marine Corps
organi zation (battalion/squadron size and |larger) is responsible for
security matters within the organization. The security officer
pl ans, inplenents, manages and directs the organi zati on physi cal
security program

5. Recommendations. Recomendations for changes to this Manual are
encouraged. All recommendations will be forwarded via the chain of
command to the Comrandant of the Marine Corps (POCS-10).

6. Action

a. The Deputy Commandant for Plans, Policies, and Operations
(DC, PP&0O (POS)) is assigned overall coordination and program
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responsibility for physical security within the Marine Corps and
will:

(1) Exercise overall staff cognizance for matters rel ating
to physical security.

(2) Devel op physical security policy and oversee its
i npl enent ati on.

(3) Provide guidance and assi stance to conmanders to enabl e
themto devel op and nmaintain effective physical security prograns.

(4) Manage a programto assess the |level of security
afforded installations and assets, and devel op plans for security
upgr ades.

(5) Program funds in support of specific Marine Corps
physi cal security initiatives, to include:

(a) Marine Corps Electronic Security Systens (MCESS) for
critical Marine Corps assets.

(b) Installation Physical Security Site Assistance
Visits.

(6) Coordinate with the Deputy Commandant for Installations
and Logistics (DC, &) for review of all MIlitary Construction
(MLCON) projects. This coordination will ensure that physica
security and Antiterrorisnl Force Protection (AT/FP) nmeasures and
costs are identified and incorporated in the cost estinates.

b. The Inspector General of the Marine Corps (IGVC) wll:
(1) Coordinate with the DC, PP& (POS) regarding integration
of the provisions of this Manual into the Automated | nspection

Reporting System (Al RS) discrepancy listing.

(2) Conduct reviews as part of the Marine Corps Command
| nspection Prograns to determ ne conpliance with the requirenents
cont ai ned herein.

c. DC & wll:
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il) Develeop policy for installation master planning which
factors in and deocuments physical security reguirements.

(2) Prewvide programmed MILCON project documentation to DC,
PE&D (POS) for review.

(3) Coordinate with DC, PP&0D (POS), to review all requests
for Physical Security Structural Upgrade (R-2) funding.

(4) Coordinate with the Naval Facilities Engineering
Command during the design of MILCON projects to ensure that the
regquested physical security and force preotection measures are
inzluded in the design and construction of facilities.

d. Installation commanders will integrate installation security
efforts to ensure continuity in providing an effective installation
physical security program.

g. Commanding officers {(battalion/squadron and above) will
implement the contents of this Manual and augment the guidance
provided with local directives as reguired.

7. PReserve Applicability. This Manual is applicable to the Marine
Corps Reserve, See paragraph 7006 for limitations.

B. BRecords Disposition. Records required by this Manual will be
maintained per part II, chapter 5, items 5500 through 5330 of
reference (a).

9, Certification. Reviewed and approved this date.

HbsdoS_

E. K. BEDARD
eputy Commandant for Plans,
Policies, and Operations




DI STRI BUTI ON:

COPY TO

PCN 71000000000
71000000100

7000110 (55)
8145005 (2)
7000099 (144)
8145001 (1)

MCO P5530. 14






MCO P5530. 14

LOCATOR SHEET

Subj: MARI NE CORPS PHYSI CAL SECURI TY PROGRAM

Locati on:

(I'ndi cate Location(s) of copy(ies) of this Mnual.)

ENCLOSURE ( 1)






MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

RECORD OF CHANGES

Log conpl eted change action as indicated.

Change
Nunber

Dat e of
Change

Dat e
Ent er ed

Si gnat ure of
Per son Maki ng
Change







MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

TABLE OF CONTENTS

CHAPTER

1 | NTRODUCTI ON

2 SECURI TY PLANNI NG

3 SECURI TY MEASURES

4 SECURI TY FORCES

5 BARRI ERS AND OPENI NGS

6 PROTECTI VE LI GHTI NG

7 ELECTRONI C SECURI TY SYSTEMS

APPENDI X

A DEFI NI TI ONS

B PHYSI CAL SECURI TY PLAN ( FORVAT)

C PHYSI CAL SECURI TY THREAT MATRI X AND DOD
ASSET PRI ORI TI ZATI ON MATRI X

D | NSTRUCTI ONS FOR PREPARATI ON AND
DI STRI BUTI ON OF PHYSI CAL SECURI TY SURVEY

E VWAl VER AND EXCEPTI ON REQUEST ( FORIVAT)

F SECURI TY SURVEY GUI DE FOR DI SBURSI NG
FACI LI TI ES

G SECURI TY SURVEY GUI DE FOR BUSI NESSES AND

CASH AND MERCHANDI SE SECURI TY

H SECURI TY SURVEY GUI DE FOR WAREHOUSES






MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

CHAPTER 1

| NTRODUCTI ON

SCOPE .
THE SECURI TY CHALLENGE
SECURI TY RESPONSI BI LI TI ES .

DEPUTY COVIVANDANT FOR PLANS,
PCLI CI ES AND OPERATI ONS .

COMVANDER MARI NE FORCES .
| NSTALLATI ON COMVANDER
COVVANDI NG OFFI CER

PROVOST MARSHAL

COVIVAND/ ORGANI ZATI ON SECURI TY OFFI CER .

PHYSI CAL SECURI TY OF ORGANI ZATI ONS
NOT LOCATED ABOARD MARI NE CORPS
| NSTALLATI ONS .

PHYSI CAL SECURI TY OF TENANT AND CI VI LI AN

AGENCI ES/ ORGANI ZATI ONS ABCARD NMARI NE
CORPS | NSTALLATI ONS .

PHYSI CAL SECURI TY CQOUNCI L

VWAl VERS AND EXCEPTI ONS

VWAl VER AND EXCEPTI ON CANCELLATI ON .

HOST NATI ON CONFLI CT

ACTI VI TY UPGRADE PRQJECTS

PARAGRAPH

1000

1001

1002

1003

1004

1005

1006

1007

1008

1009

1010

1011

1012

1013

1014

1015

PAGE
1-3
1-3

1-5

1-5
1-5
1-5
1-6
1-6

1-8

1-9

1-10

1-10

1-11
1-12
1-12

1-12

1-1



MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

PARAGRAPH PAGE
FACILITY MDD FICATIONS . . . . . . . . . 1016 1-13
M LI TARY M NOR CONSTRUCTION . . . . . . . 1017 1-13

1-2



MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

CHAPTER 1
| NTRODUCTI ON

1000. SCOPE. This Manual directs the application of physical
security prograns aboard Marine Corps installations, Mrine
Forces, and battalions/squadrons and above. Definitions
applicable to this Manual are contained in Appendix A This
Manual further:

1. ldentifies responsibilities for physical security. It
classifies various security vulnerabilities, details protective
measures and nmanagenent actions that nust be enpl oyed to provide
an accept abl e physical security posture.

2. Establishes m nimum physical security requirenents. The
| anguage separates recommended physical security neasures from
requi red neasures and elimnates conflicting guidance.

3. ldentifies physical security requirenents that are not
covered by other specialized security prograns. Protection of
classified material, autonated data processing (ADP) systens,
and sensitive conventional arns, ammunition and expl osives
(AA&E) are specifically addressed in references (b) through (d),
respectively. Those requirenents augnent the basic gui dance
provi ded by this Mnual .

1001. THE SECURI TY CHALLENGE

1. Protection of personnel and property is acconplished by:

a. ldentifying the personnel or property requiring
protection.

b. Determning jurisdiction and boundari es.
c. Assessing the threat.
d. Commtting resources.

e. Establishing perineters, barriers, and access control.

1-3
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f. Providing the neans to detect efforts to wongfully
renove, damage or destroy property.

g. Enmploying a security force sufficient to protect, react
to, and confront situations and circunstances that threaten
personnel and property.

2. The security challenge is influenced partially by the
geographic location, size, type, jurisdiction, and m ssion of
the property. Further, the procedures, plans, policies,
agreenents, systens and resources conmitted to safeguard
personnel, protect property, and prevent |osses al so i npact
security. The physical security portion of the programis
concerned with nmeans and neasures designed to achieve a strong
physi cal security and antiterrorisniforce protection (AT/ FP)
posture. The programgoal is to safeguard personnel and protect
property by preventing, detecting, and confronting unauthorized
acts. These unauthorized acts include but are not Iimted to
terrorism espionage, sabotage, wongful destruction, nalicious
damage, theft, and pilferage.

3. Terrorist activity worldwi de against U S. mlitary and

busi ness concerns poses a clear and persistent danger to Marine
Corps interests. Wiile such activity is principally targeted
agai nst commands overseas, prudence dictates recognition of the
potential threat to activities within the continental United
States. Additionally, mlitary activities located within | eased
space facilities have uni que chall enges in addressing physical
security issues (commercial firms and contractors |ocated in
sanme building(s), public facilities, shared entranceways and
common spaces). Security officers shall use the guidance and
policies contained in this Manual in determ ning security and/or
protective neasures deened essential for their particular

spaces, areas and/or buildings. Liaison with appropriate
authorities (CGeneral Services Adm nistration (GSA), building
adm nistrators, lessors, etc.) is essential to outline specific
security neasures that are necessary for protection of |lives and
property and tailored to the individual characteristics of the

| eased space. Commands shoul d address physical security in al

| ease agreenents, as appropriate.

1-4
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1002. SECURITY RESPONSIBILITIES. Security is the direct
responsibility of all Marines, Sailors, and civilian enpl oyees.
Specific responsibilities are established in the foll ow ng
par agr aphs.

1003. DEPUTY COVWANDANT FOR PLANS, POLI Cl ES AND OPERATI ONS
(DDC PP&O). The D/C PP&O i s responsi ble for formulation and

di ssem nation of Marine Corps physical security policy. As
such, the D/ C PP&0 has cogni zance for inplenentation of this
policy. Al correspondence concerning physical security matters
w Il be addressed to the CMC(PQOS)

1004. COWANDER, MARI NE FORCES. The Commander of Marine Forces
Atlantic, Pacific, and Reserves ( COVWARFORLANT, COVMARFORPAC,
and COWARFORRES) wi |l inplenent and oversee requirenents of
this Manual within their headquarters and subordi nate conmands.

1005. | NSTALLATI ON COMVANDER. The instal |l ati on conmander is

i nherently responsible for the overall command security posture
to include perinmeter and area security and protection of
personnel and property aboard the installation. As such, the
installation commander is responsible for:

1. Establishing an installation physical security program to

i nclude a physical security plan that is included as an appendi x
of the installation AT/FP plan. An exanple format of a physical
security plan is provided in Appendix B. The purpose of a

physi cal security plan is to identify day to day physical
security applications and operations. This plan nust

i ncorporate the physical security plans of all tenant comrands
as required in reference (e).

2. Appointing a physical security officer in witing to ensure
that requirenments of this Manual are inplenented. The

instal lation physical security officer should be the
installation provost marshal, due in part to the unique security
assets (mlitary police, mlitary working dogs, physical
security specialists, mlitary police investigators, etc.) under
hi s/ her operational conmand.

1-5
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3. Publishing a consolidated Iist of all restricted areas
aboard the installation, including those of tenant commands.
This list will be published annually, and will specify whet her
or not these areas are vital or substantial to national
security. Appendix C contains the Departnent of Defense asset
prioritization chart and physical security threat matrix to
assi st commanders in prioritizing asset protection efforts.

1006. COVMANDI NG OFFI CER.  Each conmandi ng of ficer
(battalion/squadron and higher) is responsible for physical
security within his/her organization. As such, he/she is
responsi bl e for:

1. Est abl i shing and mai ntai ning a conmand physi cal security
program that enconpasses all requirenents of this Mnual

2. Appoi nting a conmand security officer in witing and
providing himw th sufficient resources, staff assistance and
authority to inplenment, nmanage and execute an effective physical
security program It is recommended that the command security
of ficer also be appointed as the command antiterrorisniforce
protection (AT/FP) officer, as these two prograns conpl enent one
anot her.

3. | dentifying and designating, in witing, all restricted
areas within his command to include specifying whether or not
these areas are vital or substantial to national security. This
information will be provided in witing to the installation
commander annual ly. (Appendi x C provi des assi stance.)

1007. PROVOST MARSHAL. The installation provost marshal serves
as the staff officer responsible for coordinating the
instal |l ati on physical security and | aw enforcenent prograns. As
such, the provost marshal is responsible for ensuring that those
prograns conpl enent the overall installation security effort.

In this capacity, the provost nmarshal wll:

1. Conduct | aw enforcenent operations in support of the
instal |l ati on physical security program including nmeasures to
enhance security during periods of increased threat and crisis
situations.

1-6
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2. Determne the adequacy of the installation physical
security posture with a physical security survey program

Physi cal security surveys identify areas requiring inprovenents
and direct corrective nmeasures to the responsible commandi ng
officer. The surveys may al so provi de recomrended actions for
an i nproved organi zati on security posture. Physical security
surveys will be conducted as prescribed herein. An exanple
survey is provided in Appendi x D.

3. Mintain liaison with installation/regional Naval Crim nal

I nvestigative Service (NCI'S) personnel in support of crimnal

i nvestigations aboard the installation. Mintain liaison with
federal, state, local, other mlitary activities, and host
nation officials regarding | aw enforcenent/physical security
concerns. These concerns will include nmutual physical security
responsibilities as applicable and according to Menoranduns of
Agreenent (MDJAs), Menoranduns of Understanding (MOUs), Status of
Forces Agreenents (SOFAs), and Host Nation Agreenents.

4. Provide commanders with technical assistance and recomend
equi pnment, procedures, and nethods to enhance physical security.

5. Support the installation commander in the devel opnent and
mai nt enance of a conprehensive installation physical security
pl an.

6. Provide guidance and support to the installation physical
security council as described herein.

7. Review and endorse all requests for physical security
wai vers and exceptions from command and tenant organi zations.

8. Ensure | aw enforcenent and physical security prograns

conpl enent the installation AT/FP program These prograns are
key el enents of the AT/FP effort and the installation provost
marshal will not be assigned as the AT/FP officer, as his focus
is |law enforcenent and physical security functions.

9. Assist the comrmand/ organi zation security officer in physical
security and AT/ FP efforts.

10. Act as the manager of all centrally managed El ectronic
Security Systens (ESS) aboard the installation and devel op

1-7
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policy and procedures for ESS operation.

1008. COWIVAND/ ORGANI ZATI ON SECURI TY OFFI CER.  The command/
organi zation security officer serves as the focal point for
physi cal security matters and will report directly to the
commandi ng officer in matters pertaining to physical security.
Each security officer will be appointed in witing.
Additionally, separate organi zations such as Marine Corps
Community Services (MCCS) activities, and tenant organi zations
wi |l designate a security officer. |Individuals assigned as
security officers may be assigned such duties on a collatera
basis and wll be a conmm ssioned officer, staff non-conm ssi oned
of ficer or equivalent civilian enployee grade. 1In this
capacity, the security officer wll:

1. Plan, manage, inplenent, and direct the organization
physi cal security program

2. Establish physical security requirenments for the command
Wi th assistance fromthe installation provost marshal, public
wor ks officer and facilities engi neer as appropriate.

3. Devel op, inplement and mai ntain an organi zati on physi cal
security plan. This plan should be incorporated into the
or gani zati on AT/ FP pl an

4. Develop and mai ntain an organi zation security education
program

5. ldentify assets (property and structures) requiring
protection by priority and |l ocation. Particular attention wl|l
be paid to those areas storing governnent property.

6. Coordinate identification of restricted areas with the
provost marshal. Ensure these areas are designated in witing
by the Commanding Officer, and provided to the installation
commander/ commandi ng officer for inclusion in the installation
order/directive that identifies all restricted areas.

7. Determne and identify resources (e.g., personnel,

materials, funds, etc.) required to inplenment physical security
nmeasur es.

1-8
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8. Assist the commandi ng officer in specifying facility,
trai ning, construction, and equi pnment requirenents necessary to
conply with this Mnual

9. Program and budget fiscal resources necessary to support
physi cal security requirenents and correct deficiencies.

10. Serve as the organization point of contact for all requests
for physical security and | oss prevention to include exceptions/
wai vers, M.SRs, etc.

11. Coordinate all AT/ FP and physical security matters with the
installation provost marshal.

12. Attend quarterly Physical Security Council neetings.

1009. PHYSI CAL SECURI TY OF ORGANI ZATI ONS NOT LOCATED ABQARD
MARI NE CORPS | NSTALLATIONS. At all Marine Corps organi zations
not | ocated aboard a Marine Corps installation, the comuandi ng
officer will:

1. Establish a conmand physical security program
2. Appoint a conmand security officer in witing.

3. Establish a command physical security survey program
(Not e: Personnel conducting these eval uati ons need not possess
MOS 5814 (Crine Prevention/Physical Security Specialist)).
Conpl et ed surveys at the organization will be retained for a
period of three years or until the next Commandi ng
General /1 nspector General of the Marine Corps inspection,

whi chever occurs | ast.

4. Additionally, those organizations | ocated aboard ot her
Depart ment of Defense service/agency sites will coordinate

physi cal security requirenents with the host. Marine Corps
organi zati ons are encouraged to establish Inter-service Support
Agreement (1 SA)/ MOUs/ MOAs/ SOFAs with the host service or nation.
Topi cs, which should be addressed, include property boundari es,
intrusion detection systemnonitoring, available response
forces, deadly force training and issues, physical security

1-9
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support, etc. Commanding officers are required to coordinate
all such agreenents through higher headquarters, to include
Judge Advocate/legal offices.

1010. PHYSI CAL SECURI TY OF TENANT AND Cl VI LI AN AGENCI ES/

ORGANI ZATI ONS ABOARD MARI NE CORPS | NSTALLATI ONS.  Tenant
civilian organi zations aboard Marine Corps installations wll

mai ntain an active physical security programthat conpl enents
the installation’s program Host installations will establish a
MOU/ MOA/ SOFA, and/ or Host Nation Agreenent where applicable and
as directed, wth tenant and civilian agencies that incorporate
or recogni ze a physical security inspection program Agreenents
will be coordinated with all special staff offices, particularly
t he Judge Advocate/Legal office. Tenant organizations wll be
made aware of all physical security initiatives to include the
instal lation physical security council and antiterrorism
contingency drills to be conducted by the host installation.

1011. PHYSICAL SECURITY COUNCIL. The installation

commander/ conmandi ng officer will establish, in witing, a
Physi cal Security Council (PSC) which will neet on a quarterly
basis. The installation conmander or a designated
representative will chair the PSC. The PSC assists the
commander by coordinating and inplenenting initiatives that
support the installation s physical security and AT/ FP program
The PSC provides a neans for the commander to gain maxi num
participation fromorgani zations on the installation in support
of physical security interests.

1. The PSC will consist of those personnel who are able to
materially assist the installation conmander in the physical
security effort. Exanples of personnel who should attend are
the provost marshal, operations officer, facilities officer,
conptroller, and a representative fromthe Judge Advocate

of fice.

2. PSC subject matter is focused on, but not limted to, the
installation’s physical security and AT/ FP posture. The counci
wi || conduct a review of physical security and AT/ FP
deficiencies and recommend corrective action, which nmay include
fiscal and/or |ogistical solutions.

1-10
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3. Wien agenda itens directly inpact their command, tenant or

uni t conmander s/ conmand security officers will attend PSC
meet i ngs.
4. Council mnutes will be recorded for accuracy and

distributed to attendees for review. These mnutes wll be
mai ntai ned on file for a period of one year.

1012. WAI VERS AND EXCEPTI ONS. CMC(PQOS) serves as the sole
authority for waivers and exceptions to physical security

requi renents. Requests for waivers/exceptions will be
originated by the commandi ng of ficer of the affected

organi zati on and conpleted in the applicable prescribed formt
as outlined in Appendix E. The initiating command will assign a
wai ver or exception nunber per the prescribed format. Al

i nformati on nmust be provided in waiver and exception requests,
to include extension requests. All requests for

wai ver s/ exceptions will contain an organization plan of action
and m | estones. Non-applicable elenents shall be noted as N A
Requests will contain an analysis of the problemand a detailed

description of equivalent security neasures in effect. The
commandi ng officer will ensure that conpensatory neasures have
been i npl emented and that such neasures are identified within
the request. The installation provost nmarshal will endorse al
requests and ensure that the nost recent physical security
survey for that facility is attached. The provost marshal will
identify if and/or how the exception/waiver may inpact the
overall installation security posture. Requests wll be
forwarded via the chain of command to include Comrandi ng
CGeneral / Commandi ng O ficer and hi gher headquarters to CMC(POS)
for approval / di sapproval .

1. Wiivers are granted for a one-year period when corrective
action of a security requirenment may be acconplished by the
organi zati on. Exceptions are granted for three years when
corrective action of a security requirenent is beyond the
capability of the organization or the condition necessitating

t he request cannot be corrected in the near-term Requests for
extensions wll be conpleted in the format prescribed in
Appendi x E and will be processed for approval in the same manner
as the original request. Additionally, all extension requests
nmust be acconpanied by the | atest physical security survey
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conducted for that site. Wivers and exceptions to security
criteria contained in reference (b) through (d) satisfy
requi renents of this Manual

2. Permanent waiver/exceptions will not be granted.

1013. WAl VER AND EXCEPTI ON CANCELLATI ON. Wi vers and
exceptions are self-canceling at the end of the allocated tine.
Request for renewal nust be submtted prior to the expiration
date. Commands are directed to notify CMC(PQOS) once the waiver/
exception deficiency(ies) has been corrected and the requirenent
no | onger exists.

1014. HOST NATION CONFLI CT. Organizations | ocated outside of
the United States (OCONUS) may not be able to inplenent certain
requi renents of this Manual. |In those instances, conmanders
nmust address physical security requirenments in Host-Nation or
Status of Forces Agreenents (SCFAs).

1015. ACTIVITY UPGRADE PRQJIECTS

1. Upgrades or nodifications to existing facilities nust
conformto standards contained in this Mnual.

2. Physical Security Upgrade Project (R-2) Funding. This
funding is awarded annually in support of installation physical
security upgrade projects. Consideration for funding requires
the installation to initiate correspondence to CMC(LFF-2)

in accordance with the procedures outlined in reference (f).
Once received at CMC(LFF-2), the project will be reviewed and
val i dated by CMC(LFF-2) and (POS) and will conpete for funding
agai nst security projects initiated throughout the Marine Corps.
Projects approved will be awarded design funds and installations
wll be notified via Naval nessage traffic. Construction
projects are eval uated and approved based on initial
correspondence; therefore installations are not required to send
an additional request. Request for authority to advertise the
project for execution will be submtted on the installation's
contract advertisenment forecast in accordance with reference
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(f). It is the installation’s responsibility to contact LFF
and/or POS to identify the status of the request.

1016. FACI LI TY MODI FI CATI ONS. Physi cal security and force
protection enhancenent nodifications to existing buildings,
facilities, sites, etc., nmust be reviewed by the provost marshal
or designated representative, security officer and AT/FP officer
during the design process, all review phases and final (100%
drawi ngs. Modification requests will be forwarded to the
facility/public works officer via the provost marshal and/or
security officer who will ensure that changes are consi stent
with applicable security criteria. Contract for bid will not be
processed wi thout docunmentation of review by security and AT/ FP
representatives.

1017. M LTARY/ M NOR CONSTRUCTI ON

1. Al mlitary construction projects will be reviewed at
CMC(1 &L and PQOS) to ensure physical security and force

protection requirenents have been addressed. Installation
facility engineers, antiterrorisniforce protection officers, and
physi cal security personnel will reviewall mlitary/ m nor

construction projects to ensure that physical security and force
protection requirenents have been addressed.

2. MIlitary/ mnor construction shall conply with the

requi renents of this and other appropriate physical security
design/technical manuals. Al plans for new construction nust

i ncor porate physical security and force protection features and
must be reviewed by the provost marshal or designated
representative, security officer, and the AT/FP officer during

t he design process, all review phases and final (100% draw ngs.
A review wi Il be conducted during the design process and al
revi ew phases. Contract for bid will not be processed w thout
docunent ati on of review by security and AT/ FP representati ves.
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CHAPTER 2

SECURI TY PLANNI NG

2000. GENERAL. Security planning is a continuous process
carried out in advance of, and concurrent with, security
operations. Normally, planning for security operations wll

fall within the patterns used by mlitary planners, i.e., the
estimate, the plan, and inplenentation in the admnistrative
pl an or annexes. The security estimate with its analysis of the
m ssion and situation (courses of action and deci sion) provide
the basis for the security plan. Each installation and

organi zati on (battalion/squadron and above) w Il devel op and
publish a physical security plan as part of its AT/FP pl an.
Tenant activity physical security plans will be integrated into

the installation plan. Cdassification of the plan wll be
establ i shed per reference (b).

2001. PHYSI CAL SECURITY PLAN. A nodel physical security plan
format is provided in Appendix B. The intent of the plan is to
clearly identify how the command conducts day-to-day security as
well as how it responds to security incidents. The plan should
reflect the detailed inplenentation of Marine Corps policy at
the installation/activity and should not be phil osophical or a
verbatimreiteration of this Manual. The physical security plan
w Il be included as an annex or appendix in the installation
antiterrorismforce protection (AT/FP) plan, which is detailed
in reference (e). The physical security plan is not intended to
replace the AT/FP plan, it will conplenent the plan with
detailed information concerning daily application of access
control, material control, barriers, etc., aboard the
installation. The physical security plan will be reviewed
annually in conjunction with the AT/ FP pl an.

2002. EVALUATION. In evaluating the type and extent of
physi cal protection required, the follow ng factors should be
consi dered i n planning:

1. Overall inportance/criticality of the comrand.
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a. M ssion of the command.

b. Inportance of the command to essential installation
oper ati ons.

2. Overall susceptibility/vulnerability of the command to
t hreats.

a. The threat to a specific command as defined by
mlitary intelligence and investigative agencies.

b. Ease of access to vital equipnment and material.
c. Location, size, deploynent and vulnerability of
facilities within the activity and the nunber of personnel

i nvol ved.

d. Need for tailoring security neasures to m ssion
critical operating constraints and other |ocal considerations.

e. Legal jurisdiction.
f. Mitual aid and unilateral assistance agreenents.
g. Local political clinmate.

h. Adequacy of storage facilities for val uable assets and
ot her warfighting materials.

i. Accessibility of the activity to disruptive, crimnal
subversive or terrorist elenents.

j. Coordination of security forces.
k. Calculated risk
|. Potential for increase in threat.

m  Possi bl e damage or harmto the civilian community if the
itemis stolen or |ost.
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2003. COST OF SECURITY. Physical security expenditures

shoul d be based on the cost of the itemto be protected,
possi bl e damage which | oss of the itemcould inflict upon the
civilian population, and inportance of the itemto overal
national security and conmand readi ness posture. The cost of
security is frequently greater than the dollar value of the
property protected. Itens that are vital to national security
or may pose a threat to the civilian population will be provided
addi tional security commensurate with their sensitivity and the
t hreat.

2004. COORDI NATI ON.  Physi cal security of separate

instal |l ati ons/organi zations in the i mredi at e geographic area
w Il be coordinated with the installations/organi zati ons and

| ocal civilian | aw enforcenent agencies or host government
representatives. On Marine Corps installations, the
installation commander will coordi nate physical security
nmeasures enpl oyed by tenant activities, regardl ess of the
mlitary command, service or agency represented. Physi cal
security of all AA&E and ot her hazardous material held by tenant
activities will be closely coordinated. Planning that may
result in the physical relocation of an organizational el enent,
physi cal changes to a facility, or a realignment of functions
will include the security officer/provost marshal to ensure that
security considerations are identified.

2005. SECURI TY CONSI DERATI ONS. Security measures to be
consi dered when devel opi ng physi cal security plans include, but
are not limted to the foll ow ng:

1. Personnel screening and indoctrination.

2. Security/protection for vulnerable points/assets within the
activity.

3. Security force organization and training.

4. Personnel identification and control systens.

2-5



2006 MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

5. Use of physical security hardware (e.g., intrusion detection
systens, barriers, access control systens).

6. Key and | ock control.
7. Coordination with other security agencies.

8. Designation of restricted areas.

2006. CALCULATED RISK. Calculated risk is the concept that
dictates when there are limted resources available for
protection, possible |oss or danage to sonme supplies or portions
of the activity is risked to ensure a greater degree of security
to the remaining supplies or portions of the activity. For
exanpl e, precious nmetals should be given protection priority
over |ess valuable property itens. However, security controls
shall not be relaxed to the degree that controls for |ess
valuable itens are disregarded and accountability | ost.
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CHAPTER 3
SECURI TY MEASURES

3000. SECURITY MEASURES. Security neasures are actions taken
to establish or maintain an adequate conmand physical security
posture. Collectively, these neasures devel op attitudes and
habits conducive to naintaining good security practices and
elimnating existing or potential causes of security breaches
and vul nerabilities.

3001. PHYSI CAL SECURI TY SURVEYS. A physical security survey is
a systematic evaluation of the overall security of a given
facility or activity and should not be regarded as an inspection
or investigation. Surveys identify deficiencies and corrective
measures to the commander. This information is provided in
order to present and preserve a sound security posture.

Progranms and systens exam ned will be physical (e.g., lighting,
barriers, |ocks) and procedural (e.g., access control, |ock and
key control, property accountability). The concept is to design
and inplement a systemthat uniformly protects the facility.
Some organi zati ons have specific security requirenents outlined
in additional orders that conplenent the requirenents of this
Manual . In those instances, the security requirenents set forth
in those directives will be addressed as part of the survey.

1. Aboard Marine Corps installations, physical security surveys
wi Il be conducted on an annual basis by school-trained mlitary
pol i ce personnel possessing MOS 5814 (Physical Security/Crime
Prevention Specialist) and a Secret clearance. Personnel
conducting these surveys serve as a representative of the
installati on commander for the purpose of evaluating the overal
installation security posture. Due to the fact sone eval uations
enconpass certain restricted areas, physical security personnel
will require access when acting within the scope of their

duti es.

2. Physical security surveys will be scheduled with the

responsi bl e organi zation. The command requesting/requiring the
survey will assign an individual to assist the physical security

3-3



3001 MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

specialist during the course of the survey. Additionally,
briefings will be conducted with the commander or designated
representative prior to and upon conpletion of the survey.

3. Physical security surveys will be conpleted using NAVMC Form
11121 or an equivalent electronic copy. An exanple survey is
provi ded i n Appendi x D.

4. Surveys will be conducted at the followng facilities:

a. Arnms, Amunition and Expl osive (AA&E) storage facilities
usi ng Appendi x | of reference (d) as a guide.

b. Disbursing offices using Chapter 5 of reference (Q).
Appendi x F is provided as a gui de.

c. Facilities which conduct significant cash transactions,
such as banks and credit unions, using Appendix G as a guide.

d. Exchange facilities using Appendix G as a guide.

e. Storage facilities, containing sensitive and/or high
val ue materials, using Appendix H as a guide.

f. Al other restricted areas and facilities, not
previously identified, and m ssion-critical areas designated in
witing by the installation commander.

5. Physical security surveys of classified facilities wll be
stored and protected in accordance with references (b) and (c),
pursuant to the security classification afforded the highest

| evel of material contained wthin.

6. Physical security surveys of classified materi al
storage/classified material control center (CVS/CMCC) will be
structural in nature, and the installation security manager wl|
be responsible for the inspection of adm nistrative procedural
requirenents.

7. Oiginal surveys will be maintained for a period of three

years by the affected facility and the provost marshal office
physi cal security section.
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3002. LOSS PREVENTION. A vigorous |oss prevention programis
essential in every Marine Corps organi zation. Losses can be

m nimzed by application of a conprehensive | oss prevention
program consisting of, but not limted to: |oss analysis, proper
use of available investigative and police resources, enployee

| oss prevention education, application of firmcorrective
nmeasures, adm nistrative personnel actions, and pursuit of
prosecution.

3003. LOSS REPORTI NG

1. Mssing, Lost, Stolen or Recovered (ML-S-R) governnent
property reports will be submtted as required by reference (h).
The command security officer is the focal point for M-L-S- R
reporting.

2. Effective reporting of |osses and mai ntenance of |oss trend
anal yses is essential to determ ning the scope of the |oss
prevention programthat nust be devel oped.

3. Historically, audit and inspection reports have shown t hat
not all required reports are submtted and actual | osses have
greatly exceeded reported | osses. Neverthel ess, actual |osses
nmust be reported so that accurate assessnents can be made. To
this end, steps nmust be taken to ensure those reportable |osses
and accountabl e individuals are identified. This can be
acconpl i shed by matching property inventories, requests for

i nvestigations, inventory adjustnents and submtting | oss
reports.

3004. PERI METER AND AREA PROTECTI ON AND CONTRCL

1. Prior to naking decisions to enploy security neasures, a
threat assessnent nust be obtained fromNC S and a vulnerability
assessnent, per reference (p), nust be perfornmed to determ ne

t he degree of physical security required. Extensive and costly
security measures may be necessary to protect certain itens of
security interest. However, in each case the commander is
responsi bl e for conplying with established security requirenents
whil e working to achi eve econony. To achieve this objective,
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security requirenents nmust be clearly understood. Additionally,
the criticality and vulnerability of the asset must be eval uated
inrelationship to a ranking of a potential threat. A specific
| evel of security nust be calculated to ensure the best possible
protection for the threat level in a cost-effective manner.

Only after the above prelimnary factors are addressed can
proper controls be instituted.

2. Installation or perinmeter and area protective controls are
the first steps in providing actual protection against certain
security hazards. These controls include barriers and ot her
security measures. They are intended to define boundaries and
may be used to channel personnel and vehicul ar access. Security
barriers nmay be natural or structural and are addressed in
Chapter 5.

3. Enclave (“lIsland”) Security Concept.

a. Enclaving involves the provision of concentrated
security measures at specific sites within an installation or
activity. It is the preferred method for securing relatively
smal| restricted areas and other critical/essential assets
requiring a higher degree of protection than the installation
itself. Segregating certain areas and assets and concentrating
security neasures and resources is nore cost effective. A
restricted area may be separately fenced, |ighted, alarned or
guarded, or the area may be “encl aved” w thout fencing the
entire installation perinmeter with standard chain |ink fencing.
Encl avi ng does not elimnate the requirenent to identify and
post installation perineters.

b. Installations that elect to adopt enclaving to
protect assets as a tenporary or permanent alternative to
required perineter standard fencing nust submit a waiver or
exception request per paragraph 1013. Requests nust indicate
the type of perinmeter fencing planned and/or other conpensatory
security measures planned or in place.

3005. AREA DESIGNATION. Different areas and tasks require
varyi ng degrees of security interest and inportance. The degree
of security is dependent upon their purpose, the nature of the
work perfornmed within, and information and/or nmaterials
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concerned. To address these concerns, facilitate operations and
sinplify the security system a careful application of
restrictions, controls, and protective neasures is essential.

In sone cases, the entire area may have a uniform degree of
security inportance requiring only one |level of restriction and
control. In others, the degree of security inportance wl|
require further segregation of certain security interests.

1. Areas wll be designated as either restricted areas or non-—
restricted areas. Restricted areas are established in witing
by a conmanding officer within his/her jurisdiction. These
areas are established “pursuant to lawful authority and

pronul gated pursuant to DoD Directive 5200.8, and Section 21,
Internal Security Act of 1950; Ch. 1024, 64 stat. 1005; 50
Uus.C 797).”

a. Commanding officers will publish and informthe
installation commander, in witing, all areas under their
control that are designated as restricted areas. Particular
attention will be paid to those areas that are vital to or of
substantial inportance to national security.

b. Installation conmanders will publish a consolidated |i st
of all restricted areas aboard the installation to include
tenant comuand restricted areas. This list will be published
annual ly, and will specify whether or not an area is vital or
substantial to national security. This list will be designated

for official use only.

2. Restricted Areas. There are three types of restricted
areas, which are established in order of inportance: Level
Three, Level Two, and Level One restricted areas. Al
restricted areas shall be posted sinply as restricted areas per
the sign provisions set forth in this Manual so as not to single
out or draw attention to the inportance or criticality of an
area. Restricted area designation is often associated with
areas storing classified informati on, however there are other
valid reasons to establish restricted areas to protect security
interests (e.g., assets/areas identified as mssion critical/
sensitive; AA&E, nuclear material; protection of certain

uncl assified chem cals, precious netals or precious netal -
bearing articles; funds; drugs; or articles having high

| i kel i hood of theft).
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a. Level Three. The nobst secure type of restricted area,
it my be within |less secure types of restricted areas. It
contains a security interest that if |lost, stolen, conprom sed
or sabot aged woul d cause grave damage to the conmand m ssion or
national security. Access to the Level Three restricted area
constitutes, or is considered to constitute, actual access to
the security interest or asset.

b. Level Two. The second nobst secure type of restricted
area, it may be inside a Level One area, but is never inside a
Level Three area. It contains a security interest that if |ost,
stol en, conprom sed, or sabotaged woul d cause serious damage to
the command m ssion or national security. Uncontrolled or
unescorted novenent could permt access to the security
i nterest.

c. Level One. The |east secure type of restricted area, it
contains a security interest that if |lost, stolen, conprom sed,
or sabot aged woul d cause danage to the comrand ni ssion or
national security. It may also serve as a buffer zone for Leve
Three and Level Two restricted areas, thus providing
adm ni strative control, safety, and protection agai nst sabot age,
di sruption, or potentially threatening acts. Uncontrolled
novenent may or may not permt access to a security interest or
asset .

d. Restricted areas will be designated as specified bel ow

(1) Level Three

(a) Nucl ear, biological, chemcal (NBC) and speci al
weapons research, testing, storage, and mai ntenance facilities.

(2) Level Two

(a) Aircraft hangers, ranps, parking aprons, flight
| i nes and runways.

(b) Aircraft rework areas.
(c) Research, Devel opnent, Test, and Eval uation

(RDT&E) Centers.
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(d) Arms, ammunition and expl osives (AA&E) storage
facilities and processing areas (including gunparks and
ammuni tion supply points). (Additional requirenents are
outlined in reference (d).)

(e) Fuel depots and bul k storage tanks.

(f) Installation, depot and critical comunications,
conputer facilities, and antenna sites.

(g) Installation, depot, and critical assets power
stations, transforners, master valve, and swi tch spaces.

(h) Tank ranps, conpounds, and housing facilities.
(3) Level One

(a) Motor Pools.

(b) Fuel 1issue points.

(c) Funds and negotiable instrunent storage areas.

(d) Provost Marshal Ofice (PMO) Desk
Sergeant/ Di spatcher area, ESS nonitoring spaces, and Mlitary
Working Dog (MAD) facility.
3. Mninmum Security Measures Required for Restricted Areas.

a. Level Three. The follow ng m ninmum security measures
are required for Level Three restricted areas:

(1) Aclearly defined and protected perineter. The
perineter may be a fence, the exterior walls of a building or
structure or the outside walls of a space within a building or
structure. |If the perineter is a fence or wall, it nust be
posted with restricted area signs per this Manual. Barrier and
lighting requirenments are set forth in Chapters 5 and 6. Points
of ingress will be posted in accordance wi th paragraph 3006. 1 of
t hi s Manual .

(2) A personnel identification and access control system
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(an electronic control systemwth the capability of recording
i ngress and egress may be used to acconplish this requirenent).
If a conputer access control or |ogging systemis used it nust
be saf eguarded against tanpering. Al visitors will be |ogged
in and out in an entry/departure log at all tines.

(3) Ingress and egress controlled by guards or
appropriately trained and cl eared personnel. Wen secured, an
el ectronic security systemor security personnel nust contro
access to the area.

(4) Access restricted to personnel who have duty
requi renents within and have been authorized in witing by the
commandi ng officer. Persons who have not been cleared for
access to the security interest contained within a Level Three
restricted area may be admitted to the facility with approval,
in witing, fromthe commandi ng officer. Such persons and al
visitors will be escorted by an authorized/cleared activity
escort at all times and the security interest will be protected
from conprom se.

(5) Wien secured, check at | east once per 12-hour shift
i f adequately equi pped with an operational Intrusion Detection
System (I DS) or tw ce per 12-hour shift for those facilities
wi thout an IDS. Security force personnel will check for signs
of attenpted or successful unauthorized entry and for other
activity that could degrade the security of the Level Three
restricted area.

b. Level Two. The follow ng mnimmsecurity neasures are
required for Level Two restricted areas:

(1) Aclearly defined and protected perineter.

The perineter nay be a fence, the exterior walls of a building
or structure or the outside walls of a space within a building
or structure. |If the perineter is a fence or wall, it nust be
posted with restricted area signs per this Manual. Barrier and
lighting requirenents are set forth in Chapters 5 and 6. Points
of ingress will be posted in accordance wi th paragraph 3006. 1 of
t hi s Manual .

(2) A personnel identification and access control system
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(an electronic control systemwth the capability of recording
i ngress and egress may be used to acconplish this). If a
conput er access control or logging systemis used, it nust be
saf eguarded agai nst tanpering. Al visitors will be logged in
and out in an entry/departure log at all tines.

(3) Ingress and egress control |l ed by guards,
receptionists or other appropriately trained and cl eared
personnel. \Wen secured, an electronic security system or
security personnel nmust control access to the area.

(4) Access restricted to personnel who have duty
requi renents within and have been authorized in witing by the
commandi ng officer. Persons who have not been cleared for
access to security interest contained within a Level Two
restricted area may be admitted to the facility with approval,
in witing, fromthe Commanding O ficer. Such persons and al
visitors will be escorted by an authorized/cleared activity
escort at all tines, and the security interest will be protected
from conprom se.

(5) When secured, checked once per 12-hour shift if
adequately equi pped with an operational IDS or twi ce per 12-hour
shift for those facilities without an operational IDS. Security
force personnel will check for signs of attenpted or successful
unaut hori zed entry, and for other activity which coul d degrade
the security of the Level Two restricted area.

c. Level One. The following mninumsecurity neasures are
required for Level One restricted areas:

(1) Aclearly defined protected perineter. The
perimeter may be a fence, the exterior walls of a building or
structure, or the outside walls of a space within a building or
structure. |If the perineter is a fence or wall it nust be
posted with restricted area signs per this Manual. Barrier and
lighting requirenents are set forth in Chapters 5 and 6. Points
of ingress will be posted in accordance with paragraph 3006. 1 of
t hi s Manual .

(2) A personnel identification and control systemfor
t hose personnel assigned to the activity.
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(3) Controlled ingress and egress.

(4) Controlled adm ssion of individuals (mlitary,
civil service, contractors, official visitors) who require
access for reasons of official business, who render a service
(vendors, delivery people), and other visitors as authorized by
the Commanding Officer. Al visitors will be escorted and the
security interest protected from conprom se.

(5) Wien secured, checked once per 12-hour shift if
adequately equi pped with an operational IDS or tw ce per 12-hour
shift for those facilities without an operational IDS. Security
force personnel will check for signs of attenpted or successful
unaut hori zed entry, and for other activity which could degrade
the security of the Level One restricted area.

d. Assets that are considered as vital or inportant to the
overall m ssion and national security are identified in
reference (i). Figure 2-2 fromreference (i) is provided in
Appendix C. It contains infornmation designed to assi st
commanders in determning the levels of security that should be
provi ded for various types of assets beyond the standards
contai ned in paragraph 3005.2d of this Mnual.

4. Personnel and Vehicle Adm nistrative Inspections. Al
instructions designating restricted areas shall include
procedures for conducting inspections of persons and vehicl es
entering and | eaving such areas. To be effective,

adm ni strative vehicle and personnel inspection operations nust
be conducted on a random basis. The activity security officer
will ensure they are conducted. Procedures will be coordi nated
with the cognizant Staff Judge Advocate and approved, in
witing, by the installation commander/conmmandi ng of ficer or
aut hori zed representative.

5. Limted Waterway Areas. Installation commanders adjacent to
wat erfront property and wat erways, who desire to enhance the
security of installation/site, will ensure these areas are

desi gnated by proper authority. The follow ng paragraphs and
tabl e provide information for conmanders required to establish
control nechanisns to limt persons, vehicles, vessels and
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Thi s paragraph describes the

limted waterway areas avail abl e based on the

The U S. Coast Guard (USCG and U. S. Arny Corps of Engineers

(USACE) may when safety,
di ctate,

cont r ol

under their jurisdiction.

security,
access to and novenent within certain areas

or ot her

nati onal

interests

AREA AGENCY AUTHORI TY LI M TATI ONS PENALTI ES ENFORCENMVENT COMMVENTS
RESTRI CTED | USACE 33 CFR Only on M sdeneanor Enf or cenent No threat needed.
AREA (1) (2) 207 i nland may be Easy to obtain.
wat er ways del egated to Provides limted
t he command area jurisdiction
for conmmand.
SAFETY UsCc@ 33 CFR Tenporary, M sdeneanor USCG onl y. No Threat needed.
ZONE (1) COrP 165 but may be Can result Mari ne Cor ps Can be pl aced
(3) long term incivil or may patrol. around novi ng
crimnal COTP vessel .
penal ties authority.
under 33
USC 1232.
SECURI TY UsCc@ MAGNUSON Only within Fel ony -10 USCG Only. Threat required.
ZONE (1) COrP ACT (50 territorial years/ Mari ne Cor ps COTP control s
USC 191) limts of 10, 000 may patrol access and novenent
33 CFR US No under COTP of all vessels,
6. 10-5 person or authority. persons & vehicles
33 CFR vessel may (including their
165 enter zone renmoval ), and may
wi t hout take possession and
per m ssi on control of any
from COTP. vessel. (see 33 CFR
Can be 165. 33)
pl aced over
| and.
RESTRI CTED | UsC@E MAGNUSON Must be Fel ony -10 USCG onl y. Threat required.
WATERFRONT COVDT ACT (50 i ssued and years/ COorp Long termlimted
AREAS (1) (4) USC 191) directed by 10, 000 directed by access area Any
33 CFR Commandant COovDT change mnust be
165. 40 of the Coast directed by the
Guard. COTP COMDT.
may be
directed to
enforce.
Miust be in
regul ati ons.
Limts
access of
persons.

(1) Does not include airspace (2) USACE — US Arny Corps of Engineers
(3) COTP — Coast Cuard Captain of the Port (4) COMDT — Commandant of the Coast Cuard

a.

The USCG and USACE are the inplenenting authority under
the Ports and Waterway Act of 1972 (PWSA) (33 USC 1221 et seq.),
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t he Magnuson Act of 1950 (50 USC 191), the Quter Conti nental
Shel f Lands Act (OCSLA) (43 USC 1331 et seq.), and the Deepwater
Port Act (33 USC 1501 et seq.).

b. Commanding officers will make every effort to coordinate
protection of adjacent waterway areas with the proper agency.
Commandi ng officers will review operations and/or security plans
to ensure areas of responsibility/jurisdiction are properly
identified. Liaison between security personnel and | ocal Coast
Guard officials should be maintained to ensure designation of
Limted Waterway Areas and procedural aspects are kept current.
The following natrix descri bes the purpose, najor features and
application of each type of Limted Waterway Areas.

6. Establishing Limted Waterway Areas. The cogni zant USACE

| ocal field office is the responsible agency for establishing
restricted areas. The Coast Guard Captain of the Port is
responsi ble for establishing all other types of Limted Waterway
Areas. Public notification of designated Limted Waterway Areas
is the responsibility of the |ocal USACE or USCG as
appropriate. Conmmandi ng officers desiring adjacent waterway or
wat erfront access controls nust provide a witten request to the
appropriate local office of the USCG or USACE. Requests w ||

i ncl ude conplete justification and details regarding the type of
designation desired and area(s) to be designated. A copy of
initial requests and final approval/di sapproval correspondence
will be forwarded to CMC(PCS).

7. MNon—-Restricted Areas

a. A non-restricted area is an area under the jurisdiction
of an organi zation where access is either mninmally controlled
or uncontrolled. Such an area may be fenced, or open to
uncontrol |l ed novenent of the general public. An exanple of a
non-restricted area is a visitor or enployee parking lot that is
open and unattended by guards. After working hours it may be
cl osed, patrolled, and converted to a restricted area. Another
exanple is a personnel office where the general public is
aut hori zed access during working hours without being required to
check in or register with duty personnel. A non-restricted area
may be encl osed by a fence or other barrier. Access is nornmally
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mnimally controlled. |In nost cases further security

aut hori zation, such as a security clearance would not be

requi red for access. An off base housing area would normally be
considered a non-restricted area. Non-restricted areas will not
be |l ocated inside restricted areas.

b. Installations and organi zations contain a nunber of
facilities where mlitary personnel, their dependents, civilian
enpl oyees and their famlies are permtted access by displaying
vehi cl e decals or by presenting appropriate identification cards
(i ssued based on enploynent or status only). These facilities
i ncl ude exchanges, comm ssaries, admnistrative offices,

di spensaries, clubs, recreational facilities, etc. Areas
containing such facilities will normally be considered non-
restricted areas. However, the facilities thensel ves may have
i nternal spaces that necessitate designation as restricted

ar eas.

3006. SIGNS AND POSTI NG OF BOUNDARI ES

1. Restricted areas (including buildings) will be posted at
designated primary entry points with signs approxi mtely three
feet by three feet in size with proportionate lettering. Signs
will read as follows:

WARNI NG
RESTRI CTED AREA - KEEP OUT
AUTHORI ZED PERSONNEL ONLY

AUTHORI ZED ENTRY I NTO TH S RESTRI CTED AREA CONSTI TUTES CONSENT
TO SEARCH OF PERSONNEL AND THE PROPERTY UNDER THEI R CONTROL.
| NTERNAL SECURI TY ACT OF 1950 SECTION 21; 50 U.S.C. 797

2. Perineter barriers of all restricted areas will be posted

Wi th signs neasuring approxinmately twelve inches by eighteen
inches in size with proportionate lettering. Signs wll read as
fol |l ows:
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WARNI NG
RESTRI CTED AREA
KEEP OUT
Aut hori zed
Personnel Only

3. Installation/Marine Corps property boundaries will be posted
at all points of ingress with signs approximately three feet by
three feet in size with proportionate lettering. Signs wll
read as foll ows:

WARNI NG
U S. MARI NE CORPS PROPERTY
AUTHORI ZED PERSONNEL ONLY
AUTHORI ZED ENTRY ONTO THI' S | NSTALLATI ON CONSTI TUTES CONSENT TO
SEARCH OF PERSONNEL AND THE PROPERTY UNDER THEI R CONTRCL.

| NTERNAL SECURI TY ACT OF 1950 SECTION 21; 50 U . S.C. 797
4. Perimeter boundaries will be posted with signs neasuring

approximately el even inches by twelve inches in size with
proportionate lettering. Signs wll read:

U S. GOVERNMVENT PROPERTY
NO TRESPASSI NG
5. \Where a | anguage other than English is prevalent, restricted
and non-restricted area warning notices will be posted in both

| anguages.

6. The interval between signs posted along restricted areas
wi |l not exceed 100 feet.

7. The interval between signs posted al ong perineter boundaries
wi ||l not exceed 200 feet.

8. Al barrier signs will be placed so as not to obscure the
necessary lines of vision for security force personnel.
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8. Color Code. Al signs shall be color coded to provide
legibility froma distance of at |east 100 feet during daylight
hours under nornal conditions. The follow ng col or codes are
recommended for installation/activity and restricted/ non-
restricted area perineter signs:

a. Al words except “WARNING' wi || be bl ack.
b. The word “WARNING' wi |l be red.

c. Al wording will be on white backgrounds to obtain
maxi mum col or contrast.

9. Signs will be properly naintained. Defective and faded
signs will be replaced.

10. These signs may be contracted for or produced |locally or
acquired through the Naval Surface Warfare Center Division

( NAVSURFWARCENDI V), Code 4044, 300 Hi ghway 361, Crane, I|N,
47522-5001, commercial (812) 854-5812, DSN 482-5812.

3007. KEY SECURITY AND LOCK CONTROL. Each Marine Corps

organi zati on nust establish a strict key and | ock control
program managed and supervi sed by the conmand security officer.
Included in this programare all keys, |ocks, padlocks and

| ocki ng devices used to protect or secure restricted areas,
activity perinmeters, security facilities, critical assets,

classified material, sensitive material and supplies. Not
included in this program are keys, |ocks and padl ocks for
conveni ence, privacy, unclassified admnistrative or personal
use. The Navy Lock and Key Control Guide (Ashore), June

1988, prepared by the Naval Facilities Engi neering Service
Center, 1100 23'% Avenue, Port Huenene, CA 93043-4370,is an
excel l ent source for additional data regardi ng establishing and
mai ntai ning a key and | ock control program

1. Key Control Oficer. The key control officer will be
designated in witing by the commandi ng officer and be directly
responsi ble for all security-related key and | ock control
functions. Normally, the key control officer will be
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subordinate to the organi zation security officer. At those

or gani zati ons where the security and | ock programis too snal

to warrant a subordi nate designation, the security officer may
assune this function. The key control officer will conduct an
annual inventory of all controlled issued keys and will maintain
appropriate logs and records. Inventory records wll be
retained for three years or conpletion of the next |nspector
General inspection cycle, whichever is greater.

2. Key Custodian. The head of each major functional area
(e.qg., department, directorate, etc.) within an organization
will designate in witing a key custodian who will be
responsi ble to the key control officer for all keys controlled
by that functional area. Each custodian will inventory keys and
| og accounts at |east sem annually. The record of this
inventory shall be retained for three years or conpletion of the
next | nspector General’s inspection cycle whichever is greater.

3. Central Key Room Duplicate keys, key bl anks, padl ocks (key
and conbi nation type), and key-meki ng equi pnent will be stored
in a central key room Access nust be controlled and the space
nmust be secured when not in use. Duplicate keys will be

provi ded protection equivalent to the asset/area that original
keys are used to secure. Controlled keys (e.g. AA&E, naster,
and classified material storage area keys) will not be
duplicated at any tine for any reason nor renoved fromthe
installation/ site without prior witten consent of the security
of ficer/ provost marshal.

a. At those organi zations where the security key and | ock
programis too snmall to warrant a central key room a | ocked
security container nay be used to provide protection of
duplicate keys, blanks and associ ated equi pnent.

b. Access to the container will be strictly controlled and
the container custodian will be assigned in witing.

4. Rotation and Mai ntenance. Security |ocks, padl ocks,

conbi nati ons, and | ock cores designated as high security shal
be rotated fromone |ocation to another within the sane | evel
areas of protection (e.g., Level Two area | ocks and cores stay
within Level Two areas, etc.) at |least annually. Rotation is
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acconplished to guard against the use of illegally duplicated
keys and for regul ar mai ntenance to avoid | ockouts or security
viol ati ons due to mal functi ons.

5. Criteria for Issuing Keys. Keys for security |ocks and
padl ocks will be issued only to those persons with a need
approved by the activity security officer. Conveni ence or
status is not sufficient criteria for issue of a security key.
Certain categories of security assets have specific rules
concerning the issue and control of keys affording access to
them The security officer is responsible for devel opi ng and
enforcing rules for key issue as part of the access control
function.

6. Key Control. The central keyroom and each key cust odi an

and sub-cust odi an nust devel op and maintain a systemidentifying
keys on hand, keys issued, to whom date and tinme the keys were
i ssued and returned, and the signatures of persons draw ng or
returning a security key. Continuous accountability of keys is
required.

7. Padlock In-Use Security. Wen the door, gate, or other

equi pnent which the padlock is intended to secure, is open or
operabl e, the padlock will be locked to the staple, fence
fabric, or other nearby securing point to preclude the swtching
of the padlock to facilitate surreptitious entry.

8. Lock Control Seals. Inactive or infrequently used gates
nmust be | ocked and have seals affixed. The approved seal is the
car ball end seal, Mlitary Specification ML-S23769C.

Security personnel should be instructed that |ack of free play
(approxi mately one-eighth inch) indicates the possibility of
tanpering and a foll ow up exam nation of the seal should be
conducted. Seals will be serialized, stored in the sane manner
as prescribed herein for keys, and all seals will be inventoried
annually. The security officer will control placenent of
entrance seals and account for seal nunbers on-hand, issued and
used.

9. Procurenent of Locks and Padl ocks. All |ocks and padl ocks
used for low, nediumand high security applications will neet
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the mnimnummlitary specifications for that |evel of security
use. The security officer nust approve all security | ock and
padl ock procurenents.

10. Lockouts. Al lockouts at restricted areas or buil dings
will be reported to the key control officer (or duty officer, as
appropriate) for the organization having responsibility for the
facility. The conmmanding officer of the facility will direct an
i nvestigation of the incident.

3008. CLASSI FI ED SECURI TY CONTAI NTERS, VAULTS AND STRONGROOVS.
Security containers, vaults and strongroonms will conformto the
specifications contained in reference (b).

3009. SECURITY CHECKS

1. Each organization nust establish a systemfor daily
after-hours security checks of restricted areas, facilities,
containers, barriers and buildings to detect any deficiencies or
viol ations of security standards. Deficiencies or violations
must be reported to the security officer, commandi ng officer,
and PMO. Each deficiency or violation will be reviewed by the
organi zation security officer, and a record naintai ned of al
corrective actions taken. Records of security checks will be
mai nt ai ned for a period of one year.

2. This review of subsequent actions is intended to resolve
the present deficiency or violation and to prevent recurrence.

3. Al deficiencies, violations, breaches of rul es and

regul ations, and crimnal incidents discovered and handl ed by
the security force will be recorded.

3010. PARKING OF PRI VATELY OMNED VEHI CLES (POV)

1. Vehicle parking is prohibited within 30 feet of any

i nhabited structure or 80 feet fromtroop housing and primary
gathering places in order to mnimze danger in the event of
fire or explosion. Privately owed vehicles will not be parked
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in Level Three and Level Two restricted areas or within 30 feet
of doorways |eading into or frombuildings primarily used for
the repair, rework, storage, packaging or shipping of governnent
material and supplies. Commands nust ensure that parking
restrictions are addressed in M LCON and renovations projects as
outlined in Antiterrorism Force Protection orders and
directives. Managenent of the parking assignnments is not a
function of the security officer.

2. At activities where parking is allowed inside Level

One areas, parking areas will be | ocated away from Level Two and
Three restricted areas and separately fenced in such a manner

t hat occupants of vehicles nust pass through an access control
point prior to entering the actual restricted area facility.

3011. TRAFFIC CONTROL. The installation provost marshal w |l
establish a traffic control programin accordance with reference

(i)

3012. SECURITY OF SELECTED, SENSI Tl VE | NVENTORY | TEMS, DRUGS,
DRUG ABUSE | TEM5 AND PRECI QUS METALS

1. The following definitions describe sensitive itens:

a. Selected Sensitive Inventory Itens. Those itens
security coded “Q or “R in the Defense Integrated Data System
(DIDS) that are controll ed substances, drug abuse itens or
preci ous netals.

b. Code “Q Itens. Drugs or other controll ed substances
designated as Schedule Ill, IV or Vitens, per 21 Code of
Federal Regul ations, Part 1308 (Appendix Q.

c. Code “R' Itens. Precious netals and drugs or
ot her controll ed substances designated as Schedule | or Il itens
per 21 Code of Federal Regul ations, Part 1308 (Appendix Q).
d. Precious Metals. Refined silver, gold, platinum
pall adium iridium rhodium osmum and rutheniumin bar,
i ngot, granule, liquid, sponge or wire form
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2. Controlled Substances |Inventory. Accountability, inventory
and security of controlled substances shall be as prescribed in
reference (k).

3013. SECURITY REQUI REMENTS FOR “R’ CODED | TEMS AT BASE/
| NSTALLATI ON SUPPLY LEVEL OR H GHER

1. “R coded itens numintained at base/installation |evel and

hi gher will be stored in vaults or strongroons in accordance
with reference (b) or 750 pound or heavier General Services

Adm ni stration (GSA) approved security containers. Smaller GSA
approved security containers are authorized but nust be securely
anchored to the floor or wall. Al security containers will be
secured with built-in X07 conbi nation | ocks.

2. Vaults, strongroons and security containers storing “R’
Coded Itens will have an I DS which is connected to a central
nonitoring station, with personnel on 24-hour duty who can
provide a rapid arnmed response to an al arm si gnal

3. Access to storage areas, including containers, will be kept
to a mnimmand all personnel authorized access wll be
assigned in witing. Access to the storage area will be

mai ntai ned in an access control |ogbook. Conpleted | ogbooks
wll be maintained for a period of one year.

3014. SECURITY REQUI REMENTS FOR “@ CODED | TEM5S AT BASE/
| NSTALLATI ON SUPPLY LEVEL OR HI GHER

1. The preferred storage for sensitive inventory itens coded
“Q is in vaults or strongroons.

2. Small quantities may be stored in security containers
approved for itens coded “R’. Larger or bulk quantities may be
stored in a Level Three restricted area as described in

par agraph 3005.3(a)1. The storage area will have an | DS which
is connected to a central nonitoring station with personnel who
can provide rapid arned response to an al arm si gnal

3-22



MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL 3015

3. Storage facilities and procedures for operation wll be
adequate to ensure the prevention of fire, explosion, accident,
or overexposure of personnel using the areas.

4. Access to storage areas will be kept to a m ninum and al
personnel authorized access wll be assigned in witing.
Access to the storage area will be maintained in an access
control |ogbook. Conpleted | ogbooks will be maintained for a

period of one year.

3015. SECURITY REQUI REMENTS FOR “R’ AND “@Q CODED | TEMS FOR
SMALL UNI TS/ | NDI VI DUALS

1. The preferred storage for sensitive inventory itens coded
“Q is in vaults or strongroons.

2. Small quantities may be stored in security containers
approved for itens coded “R’. Larger or bulk quantities may be
stored in a Level Three restricted area as described in

par agraph 3005.3(a)1. The storage area will have an | DS which
is connected to a central nonitoring station with personnel who
can provide rapid arned response to an al arm si gnal

3. Storage facilities and procedures for operation shall be
adequate to ensure the prevention of fire, explosion, accident,
or overexposure of personnel using the areas.

4. In a field environnment or in the absence of proper
facilities, small units are authorized to maintain mninmm
required stock in a 750 pound or heavier GSA approved security
container. As a last resort, smaller GSA-approved security
containers are authorized but nust be securely anchored to the
floor or wall. These containers nust be |ocated wthin a
continuously manned space or checked by security personnel tw ce
per 12-hour shift.

5. Access to storage areas will be kept to a m ninum and al
personnel authorized access will be assigned in witing.
Access to the storage area will be maintained in an access
control |ogbook. Conpleted | ogbooks will be maintained for a

period of one year.
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3016. SECURITY OF FUNDS. Physical security requirenents for
funds under control of a disbursing officer or stored within a
di sbursing office are contained in reference (g). Appendix Fis
provi ded as a gui de.

3017. GOVERNMENT PROPERTY

1. All U S. Governnent conputers, typewiters, calculators,
addi ng machines, and simlar itens of office equipnent will be
secured to preclude pilferage. These itens will also be marked

with identification tags identifying themas U S. Governnent
property. Wen an office space is vacant during non-duty hours,
doors will be secured and access controlled, or these itens of
equi pnent will be secured in security containers, or storage
cabinets. As an alternative, itens nay be secured to desks with
commercially avail abl e anchor pads or simlar securing devices.

2. Vi deo recorders, televisions, filmprojectors, radio
receivers, and simlar itenms used for m ssion-rel ated audi o—

vi sual purposes will be stored in spaces where access is
controlled during normal duty hours. These itens will also be
marked with identification tags identifying themas U S
Governnment property. After normal duty hours, these itens wll
be locked in a roomand security measures inpl enented.

3. Governnment owned tel evisions within clubs, |ounges, and
transi ent and permanent personnel housing wll be secured to
prevent theft. These itens will also be marked with
identification tags identifying themas U S. Governnent
property. A recomended nethod is to secure the itens in place
with comrercially avail abl e anchor pads or simlar securing
devi ces.
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CHAPTER 4
SECURI TY FORCES

4000. CENERAL. The security force constitutes one of the nost
i nportant el ements of an organization’s physical security
program Security forces consist of Marines, specifically
organi zed, trained, and equi pped to provide |aw enforcenent and
physi cal security for the command. QO her security forces

i ncl ude Marines assigned as interior guard, who also require
organi zation, training and equi pnent specific to their assigned
duties. Wiereas |aw enforcenent personnel duties pertain to an
entire installation, interior guard personnel are normally
assigned to provide security to an organi zati onal area or asset.
Properly used, these Marines are one of the nost effective and
useful tools in a conprehensive, integrated physical security
program

4001. FUNCTIONS OF THE SECURI TY FORCE. Regardl ess of the type
of personnel enployed, security force functions fall into four
general categories:

1. Prevent/deter theft and other |osses caused by fire damage,
acci dent, trespass, sabotage, espionage, etc.

2. Protect life, property and the rights of individuals.
3. Enforce rules, regul ations and statutes.

4. Detect, deter and defeat terrorism

4002. THE SECURI TY FORCE. Marines guard Marine Corps assets
and installations. Reference (I) requires that Marines
perform ng a security function will be arnmed. |In that capacity,
the security force is an integral part of the physical security
program and comranders have a responsibility to maintain and
support the program The follow ng security forces may be

enpl oyed:
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1. Mlitary Police. Mlitary police are those Marines,
possessi ng MOS 58XX, who are assigned to installation provost
mar shal offices and performinstallation | aw enforcenent duties.

2. Interior Guard. An interior guard force consists of Marines
organic to an organi zation who are specifically trained and
organi zed for the purpose of providing security for specific
areas or assets under the cogni zance of the organization
commandi ng officer. Personnel assigned interior guard duties
will fall under the direct control of the guard officer.

Interior guard personnel will normally not performlaw
enforcenment duties.

3. Oher Forces. At those organizations not |ocated aboard a
Marine Corps installation, commanders are encouraged to utilize
federal, state, and local police in support of |aw enforcenent
and security requirenents. Private security conpanies nay be
utilized in support of security applications. |In overseas

| ocations, SCOFA agreenents may require foreign nationals to
serve as a part of the security force. 1In this application

rul es and regul ati ons governing these forei gn personnel wll be
based on those requirenents addressed in the SOFA agreenent.

4003. SIZE OF THE SECURITY FORCE. The size of the security
force i s dependent upon many factors, sone of which are:

1. Size and location of the installation/site.

2. CGeographic characteristics of the installation/site.

3. Mssion.

4. Nunber, type, and size of restricted areas.

5. Use and effectiveness of physical security equipnent.

6. Availability of non-organic, supporting security forces.
7. Installation population and conposition.

8. Criticality of assets being protected.
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In all instances, the size of the security force will allow for
a reaction force capability.

4004. SECURITY POSTS. Because no two installations/sites have
the sane exact security requirenents, it is not feasible to
establish Corps wide criteria for the required nunber of posts.
In all cases, posts will be based upon the security m ssion
bei ng performed and not upon conveni ence. | ndivi dual
installations/sites nust anal yze security post requirenents
utilizing a systens approach. Pertinent to this approach is
consi deration of avail abl e manpower, existing security neasures
and pl anned upgrades, such as closing of non-essential posts and
t he enpl oynent of mechanical and el ectronic security technol ogy
(barriers, electronic security systens, etc.).

4005. POST REQUI REMENTS AND CONSI DERATI ONS

1. Gates. Gates will be limted to the m ni num nunber

required to permt expeditious flow of traffic in and out of the
installation or activity. Except where justified by
consistently heavy traffic throughout the day or by other
security considerations, one sentry per gate will normally
suffice. Rush hour augnentation manning nust be included in
post cal cul ations. Using personnel obtained tenporarily from
nobil e posts to man fi xed posts reduces emnergency response
capability.

2. Perinmeter. The justification for perinmeter posts is in
direct proportion to the necessity for preventing unauthorized
entry. Perinmeter protection requires a conbination of approved
fencing, protective lighting and el ectronic security systens,
all supported by fixed posts and nobile patrols operating in
relatively small areas. Sone sites may neet security

requi renents by using nothing nore than fixed and nobil e posts.

3. Area Posts. CGuard force strength nust be comensurate with
the inmportance of the area/assets being guarded and the threat.
See Chapter 3 for restricted and non-restricted areas.

4. Motorized Patrols. One person vehicular patrols are normally
adequat e.
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5. Visitor Escorts. Full-time posts for visitor escorts wll
not be established within restricted areas. The person

receiving visitors will escort visitors in and out of the area
as determ ned by the commandi ng of ficer and applicabl e orders.

4006. SECURITY FORCE ORDERS. The commandi ng officer of each
instal |l ation/organi zation will publish and maintain security
force orders. Security force orders are the witten and
approved authority of the commandi ng officer for nenbers of the
security force to execute and enforce regul ations. The orders
wi |l be signed by the installation/organization conmmandi ng

of ficer and a copy of post specific orders will be naintained at
each post. These orders will be brief, concise, and specific
and witten in a clear and sinple | anguage. The orders will be
reviewed annually. The orders, at a minimum wll contain the
fol | ow ng:

1. Special orders for each post which specify the limts of the
post, specific duties to be perforned, hours of operation, and
required uniform arns, and equi pnent.

2. Specific instructions in the application and use of deadly
force as provided in reference (I), and detail ed guidance in the
saf e handl i ng of weapons.

3. Training requirenments for security personnel and designated
post s.

4. Security force chain of conmmand.
4007. SECURITY FORCE TRAINING Al personnel assigned duties

with a security force will neet the followng mnimal training
requirenents:

1. The use of force and the safe handling of firearns, to
i nclude issue and turn in.

2. Weapons training and qualification as outlined in reference

(1).
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3. Legal aspects of jurisdiction and apprehension.
4. Mechani cs of apprehension, search, and seizure.

5. Ceneral and special orders and all aspects of the security
force order.

6. Use of security force equi pnent.

7. Threat specific training (e.g., vehicle bonb searches,
terrori smawareness, weapons of nass destruction (VWD)
awar eness).

4008. SECURITY FORCE EQUI PMENT. Types and quantities of

equi pnent nade available to the security force are based on
avai l abl e resources and the m ssion being perforned. Situation
requi renents such as host nation agreenents, assets being
protected, and threat conditions al so have an affect on

equi pnent issued to security force personnel. The follow ng
types of equi pment nay be enpl oyed in support of the security

m ssi on:

1. Wapons and Amunition. Wapons and anmunition wll be
standard issue itens of governnent property. The use and
possession of privately owned weapons by mlitary personnel in
the performance of assigned duties is strictly prohibited.
Security force personnel will be assigned a service pistol,
service rifle, or shotgun while in the performance of their
duties, as determned by the installation/organization
commandi ng officer. Requirenents for carrying configuration and
addi tional ammunition are provided in reference (I). The
commandi ng of ficer may aut horize the issue of special equipnent
(shot guns, machi ne guns, grenade | aunchers), provided security
force personnel have received required weapons training as
directed by reference (m.

2. Vehicles. Security force personnel will be provided
sufficient vehicles to conduct required patrols and to dispatch
reaction force personnel. Security force vehicles will also be:
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a. Equipped with radios.

b. Configured for the safe transportation of additional
passengers and those persons apprehended or detained by security
force personnel.

c. Operated by personnel possessing valid U S. Governnent
Mot or Vehicle Operator’s ldentification Card (SF-46) for al
vehicl es that they nay be assigned to operate as required by T™M
11- 240.

d. Mlitary police vehicles will conformto requirenents
identified in reference (n). 1In addition to the above, mlitary
police vehicles will be equipped with | aw enforcenent specific
equi pnent (nobile radios, sirens, code-lights, prisoner security
cages, and spotlights/takedown |ights). Law enforcenent
equi pnent will conformto both federal and state regul ati ons.

3. Conmmuni cati ons

a. A communications systemis required to allow the
security force to conplete assigned m ssions. Conmunications
will be available to all posts. Reliable systens aid in the
establ i shment of a safe and secure working environnent. The
type of system enpl oyed nust be tailored to neet the specific
needs of the individual installation/organization.

Instal | ati on/ organi zati on conmuni cati ons-el ectronics offices
w Il be involved in both the procurenent of comruni cations
equi pnent and coordi nati on of frequency assignnment. Systens
enployed will be tailored to neet the specific requirenents of
the security force. Procurenent planning for comruni cations
systens will include, but is not limted to, the follow ng
consi derati ons:

(1) Flexibility of the systemfor expansion, updates,
(2) Criticality of assets.
(3) Susceptibility to interference or unauthorized

noni t ori ng.
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(4) Size of the installation and/or area requiring
cover age.

(5) Requirenent and placenent of repeaters.
(6) Terrain and structures.

b. There will be at |east two separate and distinct forns
of conmmuni cations available to security force personnel, one
nmust be two-way voice radio (this requirement is not applicable
to Reserve Centers). A duress button, in those facilities
equi pped with Electronic Security Systenms (ESS), is recognized
as a formof comrunication. A phone is also recognized as a
form of communi cation

c. A duress code will be established for use by security
force personnel to covertly alert other security force personnel
of a need for immedi ate assistance in the event of energency.
Duress codes should be limted to one or two words, sinple, and
easily recogni zable. Duress codes will be changed nonthly or
when thought to have been conprom sed. Training concerning the
use of duress codes by security force personnel wll be included
in security force training.

d. Each security force conmponent (mlitary police and
interior guard) will have a separate and distinct frequency.
These systens must enpl oy two-way communi cati ons capabl e of
reaching all posts. The system nust incorporate provisions for
ener gency power and be capable of operating on nore than one
frequency/ channel .
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CHAPTER 5
BARRI ERS AND OPENI NGS

5000. THE PURPCSE OF PHYSI CAL BARRI ERS. Physical barriers
control, deny, inpede, delay, and di scourage access to
restricted and non-restricted areas by unauthorized persons.
They acconplish this by:

1. Defining the perinmeter of restricted areas.

2. Establishing a physical and psychol ogical deterrent to
entry and providing notice that entry is not permtted.

3. Optimzing use of security forces.

4. Enhanci ng detection and apprehensi on opportunities by
security personnel in restricted and non-restricted areas.

5. Channeling the flow of personnel and vehicles through

designated portals in a manner which permts efficient operation
of the personnel identification and control system

5001. TYPES OF BARRI ERS. Major types of physical barriers are:

1. Natural, such as nountains, swanps, thick vegetation
rivers, bays, cliffs, etc.

2. Structural, such as fences, walls, doors, gates, roadbl ocks,
vehicle barriers, etc.

5002. GENERAL CONSI DERATI ONS. Physical barriers delay, but can
rarely be depended upon to stop a determned intruder. To be
effective, such barriers nust be augnented by security force
personnel or other neans of protection and assessnent. In
determ ning the type of barrier required, the following will be
consi der ed:

1. Physical barriers will be established around al
restricted areas. The barrier or conbination of barriers used
nmust afford an equal degree of continuous protection along the
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entire perinmeter of the restricted area. Wen a section or
sections of natural/structural barriers provide a | esser degree
of protection, other supplenentary neans to detect and assess
intrusion attenpts nust be used.

2. In cases of a high degree of relative criticality and

vul nerability, it may be necessary to establish two |ines of
physi cal barriers at the restricted area perineter. Such
barriers should be separated by not | ess than 30 feet for
optimum protection and control. Two lines of barriers should
only be used either in conjunction with an ESS, or other form of
al arm system supported by a security force capable of imediate
response. The use of two barriers alone provides little extra
protection beyond a few seconds of delay to a determ ned

i ntruder and may actually be counter productive in identifying
the location of high risk items. The criticality, sensitivity,
and vulnerability of certain areas may require the use of a taut
wire fence, which provides the added advantages of an el ectronic
security system

3. The perineter boundaries of all Marine Corps installations,
i ncludi ng Mari ne Corps Reserve Centers that are either

i ndependently |l ocated or jointly located with other services,
nmust be posted and will be fenced where feasible. Wenever
fencing is inpractical, conpensatory security neasures (e.g.

i ncreased patrols) will be inplenented.

4. In establishing any perineter or barrier, consideration mnust
be given to providing energency entrances in case of fire or
ot her emergency. However, openings will be kept to a m ninmum

consistent wwth the efficient and safe operation of the facility
and wi t hout degradation of m ninmum security standards.

5. Construction of new security barriers and renoval of
existing barriers at restricted areas nust be approved by the
security officer. Construction and nodification of barriers
W Il be scheduled to naintain security |evels or provide
comensurate security for the activity.
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5003. FENCES

1. Chain Link Fencing. Chain link fencing is the type of
structural barrier nost commonly used and recommended for
security purposes. Chain link fencing will be used to encl ose

restricted areas where fencing is required. Mesh openings wl|
not be covered, blocked, or laced with material that would
prevent a clear view of personnel, vehicles, or material in
outer perineter zones/areas. |In those instances where a
commandi ng of ficer determ nes application of a covering to be
nor e advantageous to protecting the asset within the fenced
area, a waiver or exception request nust be subnmtted per

par agraph 1013. The foll ow ng standards apply:

a. Fabric. The standard fence fabric will be 9-gauge
zinc or alumnumcoated steel wire chain link with nmesh
openi ngs not larger than two inches per side and a tw sted and
bar bed sel vage at top and bottom

b. Fabric Ties. Only 9-gauge steel ties will be used. If
the ties are coated or plated, the coating or plating will be
conpatible wwth the fence fabric plating and coating to inhibit
corrosion.

c. Height. The standard height of a security fence is
eight feet. This includes a fabric height of seven feet, plus a
top guard. Building connections will be higher. An additional
four to five feet of fencing height should be added at the
bui | di ng connection point out at |east 10 feet away fromthe
bui | di ng.

d. Fencing Posts, Supports and Hardware. All posts,
supports, and hardware for security fencing will neet the
requi renents of Federal Specification RRF-191J/GEN of 22 July
1981. Al fastening and hinge hardware will be secured in place
by peening or welding to all ow proper operation of conponents,
but prevent disassenbly of fencing or renoval of gates. Al
posts and structural supports will be |ocated on the inner side
of the fencing. Posts will be positively secured into the soi
to prevent shifting, sagging or collapse in accordance with
reference (n).
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e. Reinforcenent. Taut reinforcing wires will be
installed and i nterwoven or affixed with fabric ties along the
top and bottom of the fence to stabilize the fence fabric.

f. Gound Cearance. The bottomof the fence fabric nust
be within two inches of firmsoil or buried sufficiently
(concrete footings or gravel may be used) in soft soil to
conpensate for shifting soil.

g. Culverts and Openings. Culverts under or through
a fence shall be of ten inch pipe or a cluster of such pipe.
Openi ngs under or through a fence will be secured with nateri al
of equal or greater strength than the overall barrier. Al
openi ngs, which have an area of 96 square inches or greater and
whi ch penetrate the restricted area perineter barrier, will be
protected by securely fastened 9 gauge wire nesh, franed and
permanently bolted to the structure.

h. Fence Placenent. No fence will be |ocated so that
the features of the land (its topography) or structures
(buildings, utility tunnels, |ight and tel ephone pol es,

| adders, etc.) allow passage over, around or under the fence.

i. Top Guards. A top guard nust be constructed on al
perimeter fences and may be added on interior enclosures for
additional protection. A top guard is an overhang of barbed
wire or barbed tape along the top of a fence, facing outward
(away from protected site) and upward at approxi mately a 45-
degree angle. Top guard supporting arns will be permanently
affixed to the top of fence posts to increase the overall height
of the fence at least 1 foot. Three strands of 12-gauge barbed
wire, equally spaced, nust be installed on the supporting arns.
Top guards constructed in a Y or triangular frame (double
outriggers), which face both inward and outward, are acceptable.
The top guard of fencing adjoining gates nay range froma
vertical height of 18 inches to the normal 45-degree outward
protection, but only for sufficient distance along the fence to
open t he gates adequately.

2. Taut Wre Fences. A taut wire fence may be installed
as a stand-al one 7-foot fence with 31-inch double outriggers
equi pped with sensor devices. A three-quarter inch steel cable
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w Il be attached to support posts 30 inches above the ground to
stop |ightweight vehicles fromcrashing through the barrier.

The sensor system consists of horizontal w res spaced about 4

i nches apart and connected to a central detection device

t ensi oned between two anchor devices. Attenpts to cut or clinb
this type fence will generate an alarmat the central nonitoring
station.

3. Aternative Fencing. Were a boundary passes through

an isolated area that is not patrolled and through which

vehi cul ar passage is inpossible, the boundary may be defi ned
wth atw to four strand 12-gauge barbed wire fence
approximately four feet high. 1t will be posted as required in
Chapter 3.

5004. TEMPORARY BARRI ERS. In sone instances, the tenporary
nature of a restricted area does not justify the construction of
per manent perineter barriers. Wen this occurs, the resulting

| ack of security wll be conpensated for with additional
tenmporary security neasures.

5005. VEH CLE BARRI ERS. The use of vehicle barriers such as
crash barriers, obstacles, or reinforcenent systens for chain
| ink gates at uncontroll ed avenues of approach can i npede or
prevent unaut hori zed vehicle access. See reference (0) for

gui dance on exterior barriers. Additionally, the manual
entitled “Terrorist Vehicle Bonb Survivability Manual (Vehicle
Barriers)” is available fromthe Naval Facilities Engi neering
Service Center, 1100 23'¢ Avenue, Port Hueneme, CA 93043-4370.

5006. | NSPECTI ON OF BARRI ERS. Security force personnel wl|
check security barriers at |east weekly for defects that would
facilitate unauthorized entry. Personnel nust be alert to the
fol | ow ng:

1. Damaged areas (cuts in fabric, broken posts).

2. Deterioration (corrosion).
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3. FErosion of soil beneath the barrier.
4. Loose fittings (barbed wire, outriggers, fabric fasteners).

5. Gowh in the clear zones that would afford cover for
possi bl e i ntruders.

6. (Qbstructions which would afford conceal nent or aid
entry/exit for an intruder.

7. Evidence of illegal or inproper intrusion or attenpted
i ntrusion.

5007. WALLS. Wwalls, floors, and roofs of buildings may al so
serve as perineter barriers. Buildings, structures, waterfronts
and other barriers used instead of (or as a part of) a fence

| i ne nmust provide equivalent protection to the fencing required
for that area. Therefore, all w ndows, doors and ot her openings
or nmeans of access nust be guarded or properly secured.

5008. CLEAR ZONES

1. An unobstructed area or clear zone will be maintained

on both sides of and between permanent physical barriers of
restricted and non-restricted areas. Vegetation in such areas
wi |l not exceed 6 inches in height.

2. An inside clear zone will be at |least 30 feet. \ere

possi ble, a larger clear zone should be provided to preclude or
m nimze damage fromthrown objects such as incendiaries or
bonbs.

3. The outside clear zone will be 20 feet or greater between
the perineter barrier and any exterior structures, vegetation or
any obstruction to visibility.

4. In those activities where space on governnent |land is

avai l abl e, but the fence does not neet clear zone requirenents
inits present |location, relocating the fence to obtain a clear
zone may not be feasible or cost effective. Sone alternatives
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to extending the clear zone woul d be increasing the height of
the perineter fence, extending outriggers, installing double
outriggers, and in sone cases installing concertina or general
pur pose barbed tape obstacle to conpensate for the cl ose
proximty of aids to conceal nent or access. \Were property
owners do not object, the area just outside the fence should be
cleared to preclude conceal nrent of a person. All fencing wll
be kept clear of visual obstructions such as vines, shrubs, tree
| inbs, etc., which could provide conceal nent for an intruder.

5. Inspections of clear zones should be incorporated with
i nspections of perineter barriers to ensure an unrestricted view
of the barrier and adjacent ground.

6. In addition to security, clear zones also provide the safety
feature of a 50-foot wi de firebreak between the activity areas,
structures or storage facilities and adjoining areas. It is
especially inportant to maintain clear zones during periods of
high fire risk

7. Commands must ensure that clear zone requirenents are
addressed in M LCON and renovation projects as outlined in
Antiterrorism Force Protection orders and directives.

5009. PATROL ROADS. Wien the patrolled perinmeter barrier
encloses a large area (a large area is considered one square
mle or greater), an interior perineter road in all areas not
affected by inpassable terrain features nust be provided for use
of security patrols.

5010. PERI METER OPENI NGS. Openings in the perinmeter barrier
will be kept to the m ninum necessary for the safe and efficient
operation of the activity. Openings shall be constantly | ocked,
guarded by the security force or otherw se secured to prevent
unaut hori zed entry or exit. \Wen | ocked and not under constant
surveillance, the | ocking device used shall provide the sane
degree of security as the perineter barrier.
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5011. GATES

1. Nunber and Location. Gates will be limted to the nunber
consistent wwth efficient operations. Such factors as the
centers of activity and personnel and vehicular traffic flow

i nsi de and outside the area should be considered in | ocating
gates. Alternative gates, which are closed except during peak
novenent hours, may be provided so that heavy traffic flow can
be expedited. Wen open or operating, all gates will be under
security force control. They will provide protection equival ent
to the fences or barriers of which they are a part when not in
use. These gates will be locked to forman integral part of the
fence when cl osed.

2. Inspection. Wen not in active use and controlled by

a guard, gates, turnstiles and doors in the perinmeter barrier
wi Il be | ocked and frequently inspected by security patrols.
Locks will be rotated at |east annually. Security for the keys
and conbinations to | ocks on these gates is the responsibility
of the key control officer or key custodi an, as determ ned by

t he conmandi ng of fi cer.

3. Pedestrian Gates. Pedestrian gates and turnstiles wll be
designed so that only one person may approach the guard at a
time. Sonme gates may be cl osed between rush hours. \Were
possi bl e, pedestrian and vehicul ar gates should be clearly
separ at ed.

4. Vehicular Gates. Vehicul ar gates when physically practi cal
wi 1l be set well back from any public highway in order that
tenporary del ays caused by identification control checks at the
gate will not cause traffic hazards. There wll also be
sufficient space at the gate to allow for spot checks,

i nspections, searches and tenporary parking of vehicles wthout
i npeding the flow of traffic.

5012. DOORS, W NDOW5, SKYLI GHTS, AND OTHER OPENI NGS. Buil di ng
exterior doors will provide protection comensurate with the
requi renent for proper protection of the assets accessible

t hrough those doors. Unless the width-to-height ratio
absolutely elimnates the physical possibility of intruder
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entry, openings wll be protected by securely fastened 9 gauge
wire nmesh, framed and permanently bolted to the structure. Such
openi ngs are al so consi dered inaccessible to personnel when they
are 18 feet or nore above ground | evel and 14 feet or nore

di stant from buil dings, structures, etc., outside the perineter.
Protective screens have the additional value of preventing
projectiles such as rocks, hand grenades, bonbs and incendiaries
from being hurled through the wi ndows from outside the
perineter. Hi nges to all doors will be |located on the interior
of the door. In locations where the hinge pin is exposed to the
exterior, hinges will be peened, spot welded, or equipped with a
hi nge secure pin.

5013. SEVERS, CULVERTS, AND OTHER UTI LI TY OPENI NGS. Unl ess
the width-to-height ratio absolutely elimnates the physical
possibility of intruder entry (for exanple, one inch by 6
inches) all utility openings which penetrate the perineter or
restricted area barrier will be protected against surreptitious
entry. Protection of these opening may be acconplished by
securely fastened bars, grills, |ocked manhol e covers or other
equi val ent means whi ch provide security commensurate with that
of the perineter or restricted area barrier. Bars and grills
across culverts, sewers, stormsewers, etc., create a hazard and
are susceptible to clogging. This hazard nmust be consi dered
during construction planning. Al drains/sewers wll be
designed to permt rapid clearing or renoval of grating when
requi red. Renovable grates will be | ocked in place.

5014. UTILITY POLES, SIGNBOARDS, AND TREES. Utility poles,
si gnboards, trees, etc., |ocated outside of and wthin 15 feet
of the perinmeter barrier of the activity, present a possible
assistance to entry. To reduce this possibility, the perineter
barrier will be staggered to increase the distance to nore than
20 feet and may be heightened to the extent necessary to prevent
entry. Oherw se, the hazard nust be renpved. Should these
utility poles, signboards, trees, etc., also obstruct the
visibility of the guards, they nust be at |east 20 feet outside
the perineter barriers.

5-11






MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

CHAPTER 6

PROTECTI VE LI GHTI NG

PARAGRAPH PAGE
GENERAL . . . . . . . . . ..o 6000 6-3
GENERAL PRI NCI PLES AND GUI DELINES . . . . 6001 6-3
TYPES OF PROTECTI VE LI GHTI NG SYSTEMS . . 6002 6-4
PROTECTI VE LI GHTI NG PARAMETERS . . . . . 6003 6-5
MN MJUM STANDARDS . . . . . . . . . . . . 6004 6-6
EMERGENCY PONER . . . . . . . . . . . . . 6005 6-6
PROTECTI ON — CONTROLS AND SWTCHES . . . 6006 6-7

6-1






MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

CHAPTER 6
PROTECTI VE LI GHTI NG

6000. GENERAL. Protective, or security, lighting is an
integral part of both the conmand security and safety posture.
This lighting provides a continuing degree of security
commensurate with that during daylight hours. It increases the
ef fectiveness of security forces performng their duties and has
considerabl e value as a deterrent to crimnal activity.
Requirenents for protective lighting at an activity are

determ ned by the asset(s)/area(s) to be protected, facility

| ayout, terrain, and weat her conditions. In the interest of
finding the best possible m x between resource all ocation,
financial commtnent, and effective security, each situation
nmust be carefully studied. The overall goal is to provide the
proper environment to performduties such as identification of
badges and personnel at gates, inspection of unusual or

suspi cious circunstances, etc. Were lighting is inpractical,
addi tional conpensating neasures nust be instituted.

6001. GENERAL PRI NCI PLES AND GUI DELI NES. Par agraph 4.3 of
reference (0) provides general principles and guidelines for
exterior protective (security) lighting. These guidelines,

i ncludi ng Tabl e 25 (Lighting Specification (Foot Candles)), and
Table 26 (Illum nated Area Specification) should be applied by
activities when determ ning protective lighting requirenents.
When protective lighting is installed and used, the follow ng
basic principles, in addition to those provided in reference (0)
shoul d al so be applied:

1. Provide adequate illum nation or conpensating measures

to di scourage or detect attenpts to enter restricted areas and
to reveal the presence of unauthorized persons within such
areas.

2. Avoid glare which handi caps security force personnel
or is objectionable to air, rail, highway or navigabl e water
traffic or occupants of adjacent properties.

3. Locate light sources so that illumnation is directed
toward |i kely avenues of approach and provides rel ative darkness
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for patrol roads, paths and posts. To m nimze exposure of
security force personnel, lighting at entry points will be
directed at the gate and the guard shall be in the shadows.

This type of lighting technique is often called glare projection
(see paragraph 6002. 1a).

4. 1llum nate shadowed areas caused by structures within or
adj acent to restricted areas.

5. Design the systemto provide overlapping |ight distribution.
Equi prent sel ection should be designed to resist the effects of
environnental conditions, and all conponents of the system
shoul d be | ocated to provide nmaxi mum protection agai nst

i ntenti onal damage.

6. Avoid drawing unwanted attention to restricted areas.

7. During planning stages, consideration should be given to
future requirements of CCTV and recognition factors involved in
selection of the type of lighting to be installed. Were color
recognition will be a factor, full spectrum (high pressure
sodi um vapor, etc.) lighting vice single color should be used.

8. Choose lights that illum nate the ground or water but
not the air above. These lights nust penetrate fog and rain.

6002. TYPES OF PROTECTI VE LI GHTI NG SYSTENMS.

1. Continuous. The nost conmon protective |ighting
systemis a series of fixed lights arranged to flood a given
area continuously with overlapping cones of light. The two
pri mary methods of enploying continuous lighting are glare
projection and controlled Iighting.

a. Gdare Projection Lighting. This systemuses |ights
slightly inside a security perinmeter and directed outward. This
met hod is useful where the glare of lights directed across
surrounding territory will neither annoy nor interfere with
adj acent operations. It is a deterrent to potential intruders
because it makes it difficult to see inside the area being
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protected. It also protects security personnel by keeping them
in conparative darkness and enabling themto observe intruders
at a consi derabl e di stance beyond the perineter.

b. Controlled Lighting. Best used when it is necessary
tolimt the wwdth of the lighted strip outside the perineter
because of adjoining property or nearby hi ghways, railways,
navi gabl e water or airports. The width of the lighted strip can
be controlled and adjusted to fit a particular need such as
illumnation of a wide strip inside a fence. Care should be
taken to minimze or elimnate silhouetting or illumnating
security personnel on patrol.

2. Standby Lighting. A standby systemdiffers from conti nuous
lighting in that its intent is to create an inpression of
activity. The lights are not continuously |ighted, but are
either automatically or manual ly turned on randomy or when
suspicious activity is detected or suspected by security
personnel or ESS. Lanps with short restart tinmes are essenti al
if this technique is chosen. This technique may offer
significant deterrent value while also offering econony in power
consunpti on.

3. Mywvable Lighting. A system (stationary or portable)

consi sting of novable manual |y operated searchlights which may
be lighted during hours of darkness or as needed. This system
is normal ly used to suppl enment continuous or standby |ighting.

4. Enmergency Lighting. May duplicate any or all of the above
systens. Its use is |limted to tines of power failure or other
energenci es which render the normal systeminoperative. It
depends on alternative power sources, such as installed or
portabl e generators or batteries.

6003. PROTECTI VE LI GHTI NG PARAMETERS. It is not the intent of
this Manual to prescribe specific protective lighting

requi renents. Except for mninmum standards described in

par agr aph 6004, the commandi ng of ficer nust deci de what ot her
areas or assets to illumnate and how to do it. This decision
nmust be based upon the foll ow ng:
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1. Relative value of itens being protected.

2. Significance of the itens being protected in relation to the
activity mssion and its role in the overall national defense
structure.

3. Availability of security forces to patrol and observe
illum nated areas.

4. Availability of fiscal resources (procurenent, installation
and mai nt enance costs).

5. Energy conservation.

6004. M N MUM STANDARDS

1. Unpatrollable fence |ines, water boundaries and simlar
areas need not be illum nated. Were these areas are patrolled,
sufficient illum nation should be provided to assist the
security force in preventing intrusion.

2. Vehicul ar and pedestrian gates used for routine ingress and
egress will be sufficiently illumnated to facilitate personnel
identification and access control.

3. Exterior building doors will be provided with lighting to
enabl e the security force to observe an intruder seeking access.

4. Airfields, aircraft, petrol eum storage areas, and ot her
m ssion critical areas wll be provided with sufficient
illumnation for the security force to detect, observe and
appr ehend i ntruders.

5. Protective lighting will be checked weekly by the security
force to ensure all lights are operational.

6005. EMERGENCY PONER. Restricted areas with protective
| i ghti ng shoul d have an energency power source |ocated within
the restricted area and provisions nust be nade to ensure
i mredi ate availability of energency power in the event of
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primary power source failure. The enmergency power source shal
be adequate to sustain security lighting and comruni cati ons
requi renents and ot her essential services. Enmergency power
sources should start automatically. Battery-powered |ights and
essential conmunications should be available at all tinmes at key
| ocations within the restricted area in the event of conplete
failure of primary and energency sources of power. Energency
power systens will be tested quarterly and the results will be
recorded/ | ogged and maintained for a period of three years.

6006. PROTECTI ON - CONTROLS AND SWTCHES. Controls and
switches for protective lighting systens will be inside the
protected area and | ocked or guarded at all tinmes. An
alternative is to have controls in a central location simlar to
or as a part of the systemused in intrusion detection alarm
central nonitoring stations. High inpact plastic shields nay be
installed over lights to prevent destruction by stones, air
rifles, etc.
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CHAPTER 7
ELECTRONI C SECURI TY SYSTEMS ( ESS)

7000. I NTRODUCTION. Electronic Security Systens are an
essential elenment of any in-depth physical security program

ESS consi st of sensors capable of detecting one or nore types of
phenonena, signal nedia, and energy sources for signaling the
entry or attenpted entry into the protected area. The design,

i npl enentation, and operation of ESS must contribute to the
overal | physical security posture and the attai nment of security
obj ectives. ESS is designed to detect, not prevent actual or
attenpted penetrations.

7001. GENERAL. Electronic security systens are used to
acconplish the foll ow ng:

1. Permt nore economcal and efficient use of security
personnel through the enploynent of nobile responding security
forces instead of fixed guard posts and/or patrols.

2. Provide additional controls at critical areas or points.

3. Enhance the security force capability to detect and def eat
i ntruders.

4. Provide the earliest practical warning to security forces of
any attenpted penetration of protected areas.

7002. ESS DETERM NATI ON FACTORS. For those facilities
requiring ESS, specific regulatory guidance has been provided.
In addition to regul atory guidance, the follow ng factors nust
be addressed to determ ne the necessity for installation of ESS:

1. M ssi on.
2. Criticality.

3. Threat.
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4. Ceographic location of the installation or facility and

| ocation of facilities to be protected within each activity or
installation.

5. Accessibility to intruders.

6. Availability of other forns of protection.

7. Life cycle costs of the system

8. Construction of the building or facility.

9. Hours of operation.

10. Availability of a security force and expected response tine

to an al arm activati on.

7003. ESS PQLI CY

1. The Marine Corps ESS (MCESS) program was established to
ensure that all Marine Corps ESS is standardi zed. Marine Corps
installations have standard ESS term nating at the installation
PMO al arm control center (ACC). The purpose is to serve as the
foundati on for subsequent ESS procured by CMC(PQOS) or
installations. Prior to the advent of MCESS, bases were
required to fund and install ESS at its critical facilities and
costs often exceeded the resources available. Critical
facilities either had substandard ESS or | acked ESS al t oget her.
Additionally, a diversity of systens used created operational
and mai nt enance probl ens.

2. Under MCESS, CMC(POS) is the program nmanager for ESS and
oversees the funding, procurenent, installation, and maintenance
of ESS. The focal point for the operation of these systens is
the installation provost marshal. These systens may not be
nodified in any way wi t hout prior CMC(PQOS) approval.

Modi fication to the systenms nmust be approved by CMC(POS) and the
MCESS Techni cal Support Agency (TSA).

3. Access codes for manager |evel access to Marine Corps ESS
W ll be restricted to site representatives only.
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4. Site representatives wll be the only personnel allowed to
make notification, of a trouble nature, to the MCESS TSA.

5. CMC (POS) has the responsibility for managi ng the ESS
program for the Marine Corps. Al arnories, nagazines, and
flightlines in the Marine Corps are serviced by a single alarm
type. Any commercial alarmsystens procured that wll

annunci ate at, or be nonitored by PMOW || be conpatible with
the AA&E/ Flightline ESS. This wll elimnate the proliferation
of alarm systemtypes currently installed at PMO

a. HQMC (PCS) is responsible for funding ESS installation
for AAGE and flightline security applications. Any other ESS
security projects will be funded by the command/installation.
Installations may continue to use current alarmsystens. Wen
t hese systens reach the end of life cycle, they will be repl aced
with AAGE/flightline conpatible systens.

b. In procuring these non-AA&E/flightline systens,
installations may, when using |ocal funding, elect to have the
Marine Corps ESS TSA install said system or they nay elect to
use a contractor of their choice. To maintain systemintegrity,
however, final installation to the PMO annuciator wll be
acconpl i shed/ supervi sed by engi neers and technicians fromthe
Mari ne Corps ESS TSA.

c. ESSinstalled at less critical facilities (i.e.,
exchange, comm ssary) and civilian agencies (banks, credit
uni ons) aboard the installation may or nmay not be part of the
MCESS Program Therefore, installation commanders are
responsi ble for coordinating the procurenent, installation, and
mai nt enance of ESS at such facilities.

d. In cases where the installation/organi zati on comrander
determ nes that an ESS systemw ||l annunciate at the PMO these
systens will be conpatible with MCESS. Costs of installation
wi Il be borne by the command or responsible agency.

e. MCESS technical support may be arranged for installation

and mai ntenance. Wth prior CMC(POS) approval, |ocal
contractors may install and maintain the system provided that
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the system and conponents are conpatible wth MCESS.

Conpatibility nmust be certified by the MCESS TSA prior to the
i ntegration/connection to MCESS. Additionally, the MCESS TSA
nmust approve the mai ntenance plan submtted by the contractor.
Conpatibility review costs will be borne by the installation.

c. ESS not conpatible with MCESS systens will not
annunci ate at PMO and do not require approval from CMC(POS)
These systens will annunciate at an off base location with
personnel who notify installation mlitary police of an alarm
These systens do not require coordination with MCESS TSA.

d. Alarmcontrol centers will be nonitored 24 hours a day,
Wi th a response force capable of responding to all alarns within
15 mnutes. The systemw || provide an audi ble and visual alarm
identifying the affected area. ACC areas will be designated as
restricted areas and will be properly protected, with controlled
access. \Wiere practical, alarmconsoles and central dispatching
wi Il be consolidated. New construction will include ballistic
protection.

e. Adaily log will be nmaintained of all alarns, to include
the location and tinme received, nature of the alarm(false,
actual, equipnent failure), and the response nade. Logs wll be
mai ntai ned for a period of one year and will be reviewed to

identify and correct trends, reliability problens, and/or
equi pnrent failures.

6. Regardless of whether or not ESS is part of the MCESS
Program or funded locally, the follow ng requirenents apply to
ESS used at installations:

a. |If computerized ESS is used, it will be safeguarded
agai nst tanpering by the operator. Supervisory personnel wll
regul at e operator access |evels.

b. Alarmtransm ssion |lines between the protected area and
nonitoring units will be protected by physical nmeasures and/ or
el ectronic line supervision systens. These systens protect
agai nst signal cutting, shorting, tanpering, splicing, or data
substitution.
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c. ESS will have an energency power source to ensure the
systeni s continuous operation. This power source wll be
provi ded by an uninterrupted energency generator or battery
source. Batteries shall have the capacity to nmaintain proper
operation of the systemunder normal conditions for a m ni num of
four hours.

d. Keyswi tches, controllers, or other nechanisns used to
activate and deactivate the ESS will be installed inside the
protected area whenever possible. Conmponents nmounted on the
exterior will be provided additional protection with a | ocking
assenbly, or outfitted with an anti-tanper device. Alarm
activation delay devices are installed in order to allow
sufficient tinme for personnel to exit the area after the system
has been acti vat ed.

e. ESS equi pnent housing will be equipped with anti-tanper
devices that wll initiate an alarmsignal. The anti-tanper
device will be in continuous operation regardl ess of the ESS
node of operation.

f. Al sensors, transmitters, transponders, control units
and ot her ESS conponents associated with an alarnmed facility
will be physically |ocated within the protected area whenever
possi bl e. Conponents nounted on the exterior will be provided
additional protection with a | ocking assenbly, or outfitted with
an anti-tanper device.

7004. TYPES OF SYSTEMsS

1. Local Alarm Local alarnms actuate a visible and/or

audi bl e signal, usually located on the exterior of the facility.
Alarmtransm ssion lines do not |l eave the facility. Response is
generated fromsecurity forces located in the i nmedi ate area.
Wthout security forces in the area, response may only be

gener ated upon report froma person(s) passing through the area
or during security checks. Maintenance is conducted through a
civilian agency.

2. Central Station. Central station systemsignals are
transmtted to and annunciate in an i ndependent nonitoring
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station that records activations and maintains the on site

equi pnent. The nonitoring station is usually managed through a
civilian firmw th operators and guards/response forces
avai l abl e on a 24-hour basis. Connection to the station is
primarily over |eased tel ephone lines. Central station
nonitoring requires a contract, which may include a

| ease/ purchase clause with the civilian agency. The contract
shoul d al so i nclude mai ntenance support.

3. Police Connection. Police connection systens are
transmtted to and annunciate at a | ocal police agency dispatch
center that records activations. Police personnel respond to
activations. A formal agreenment with the police departnent is
required to ensure nonitoring and response requirenents.

Mai nt enance of the systemis conducted through a civilian
agency.

4. Proprietary ESS Station. Proprietary ESS stations currently
exi st on, and are the prescribed ESS for Marine Corps
installations. The MCESS proprietary station incorporates both
the central station and police connection concept. Alarned
facilities aboard installations are connected to an ACC that is
nonitored 24 hours a day by mlitary police and in sone cases,
civilian enployees. Mlitary police are the primary response
force however, in sone cases personnel assigned duties as
interior guard may be assigned as the response force.

Mai nt enance for the proprietary Marine Corps ESS systemis
conducted by the TSA and is coordinated with the installation
provost marshal

7005. MAI NTENANCE. Proper naintenance of an ESS is inperative.
Systens not properly maintained may fail to detect intrusion and
may yield a high nunber of false/nuisance alarnms. Such al arns
cause security forces to lose faith in the systemand may result
in activations being ignored. Mintenance requirenents will be
established per the manufacturer. At a mninmum all ESS systens
will receive sem -annual preventive nai ntenance service. Al
perfornmed mai ntenance will be recorded and records will be

mai ntai ned for a period of one year. Additionally:

1. Follow recommendations of equi pnrent manufacturers and
installers.
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2. Consider actual experience with systens installed.

3. Conmply with nore stringent criteria in other security
di rectives when they apply.

4. Testing. Al ESS w Il be tested at | east quarterly to

ensure systens are functional. |In the conduct of these tests,
all individual sensors will be tested to determ ne the continued
adequacy of their application. Tests will include an

interruption of the AC power source to ensure proper transfer to
al ternate power sources in order to determ ne functionality of
the source. Test results will be retained for a period of one
year. For perineter and exterior ESS, randomy sel ected zones
shoul d be tested daily. Depending on the type of sensor, such
al arm activations could include touching the fence, wal king or
runni ng over protected ground, or passing through a sensor beam

7006. TRAINING  Personnel, who operate, perform basic
t roubl eshooti ng, mai ntenance, or repairs of ESS will be trained
by certified personnel.

1. Marine Corps site representatives wll possess MOS 5814.

2. Site representatives are the only personnel authorized to
perform basic troubl eshooting and first echel on nmai ntenance, and
will be trained and certified by the Marine Corps contracted ESS
TSA in basic troubl eshooting and first echel on nai nt enance.

First echel on mai ntenance wll be defined by CMC(PQOS)

7007. MARI NE FORCES RESERVE. Because the facilities used by

t he reserve conmponent are both unique and usually geographically
separated from Marine Corps installations, the policies
contained in this Manual cannot be strictly applied. Therefore,

t he Conmander Marine Forces Reserve will incorporate the
policies of this Manual where applicable. 1In all other cases,
the spirit and intent of this Manual will be adhered to wherever

possi ble. For Marine Corps Reserve Centers, where there is no
gover nnment response force available, the system may be police
connection or central station. Tel ephone answering services
will not be utilized. Al requirenments for clarification wll
be addressed to CMC ( POS)
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APPENDI X A

DEFI NI TI ONS

For the purpose of this manual, the follow ng definitions apply:

a. Admnistrative Vehicle Inspection. A cursory inspection
of the contents of a vehicle with full consent of the operator
or owner. Admnistrative inspections are conducted with prior
witten authorization and direction by the installation or
activity commandi ng officer as to the nethods and procedures to
be enpl oyed.

b. Antiterrorism Defensive neasures used by the United
States Marine Corps to reduce the vulnerability of individuals
and property to terrorist acts, to include limted response and
contai nment by local mlitary forces.

c. Arnmed Guard. A person equipped with a firearm and
ammuni ti on whose primary function is to protect property and who
has received training in accordance with reference (1) and
qualified with the firearmin accordance with reference (m.

d. Auxiliary Security Force (ASF). A local, non-depl oying
mlitary asset derived fromhost and tenant conmands. The ASF
is used to augnent the installation Provost Marshal Ofice (PMO))
during increased threat conditions. The auxiliary security
force may fall under the control of the Provost Marshal or an
of ficer designated by the Commandi ng O ficer.

e. Commanding Oficer. The term conmanding officer used
t hroughout this Manual refers to, yet is not limted to,
i nstal l ati on commandi ng general s and commandi ng of ficers,
organi zation officers and officers in charge.

f. Counterterrorism Ofensive neasures taken to prevent,
deter, and respond to terrorism

g. Espionage. Acts directed toward the acquisition of
i nformation through cl andesti ne operations.
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h. Exception. A witten, approved |long-term (36 nonths or
| onger) or permanent deviation froma specific provision of this
manual .

i. Force Protection. Security prograns designed to protect
Service nenbers, civilian enployees, famly nmenbers, facilities,
and equipnment in all |ocations and situations, acconplished
t hrough the planned and integrated application of conbating
terrorism physical security, operations security, personal
protective services, and supported by intelligence,
counterintelligence, and other security prograns.

j. Hgh-Risk Billet. Personnel billet external to the
Marine Corps (such as UN observer, counterintelligence, or
simlar duties) that exists in a designated country. This
billet may nmake personnel filling it an especially attractive or
accessible terrorist target.

k. Hi gh-Ri sk Personnel. U.S. personnel and their famly
nmenber s whose assi gnnment or synbolic value may nmake them
especially attractive or accessible terrorists target.

|. H gh-Risk Target. U S. material resources and
facilities, because of m ssion sensitivity, ease of access,
i sol ation, and synbolic value, nay be especially attractive
accessible terrorist targets.

m Loss Prevention. Part of an overall command security
program dealing with resources, neasures and tactics devoted to
care and protection of property on an installation. It includes
identifying and reporting mssing, |ost, stolen, or recovered
(M_.SR) governnent property. Loss prevention requires
devel oping trend anal yses to plan and inpl enent reactive and
pro-active | oss prevention nmeasures.

n. Physical Security. That part of security concerned with
physi cal nmeasures designed to safeguard personnel, prevent
unaut hori zed access to equi pnent, facilities, material, conputer
medi a, and docunents.
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0. Physical Security Program Part of the overall security
posture at an activity including policy and resources comrtted
to safeguard personnel, protect property, and prevent | osses.
Physical security is further concerned with neans and measures
designed to achieve force protection and anti-terrorism
r eadi ness.

p. Physical Security Inspection. An exam nation of the
physi cal security prograns of an organi zation to determ ne
conpliance with physical security policy. Physical security
i nspections are normally conducted by the Inspector CGeneral of
the Marine Corps (1GWC) or as part of the command inspection
program and shoul d not be confused with annual physical security
surveys as di scussed below. Comanding officers will establish
| ocal physical security inspection prograns for their
subor di nat e commands.

g. Physical Security Survey. A specific on-site
exam nation of any facility or activity conducted by a trained
physi cal security specialist (MOS 5814) to identify security
weaknesses and recommend corrective neasures.

r. Sabotage. An act or acts with intent to injure,
interfere with, or obstruct the national defense of a country by
wWillfully injuring or destroying, or attenpting to injure or
destroy, any national defense or war material, prem ses or
utilities, to include human and natural resources. For crimnes
of sabotage see Title 18, United States Code, Sections 2151-
2157.

s. Special Reaction Team An elenent of the PMO organized,
trained and equi pped to provide rapid arnmed response to critical
i nci dents beyond the normal capability of the mlitary police.

t. Terrorism The calcul ated use of violence or threat of
violence to inculcate fear; intended to coerce or to intimdate
governnents or societies in the pursuit of goals that are
generally political, religious, or ideological.

u. Waiver. A witten tenporary relief, normally
for a period of one year, from specific standards inposed by
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this Manual, pending actions or acconplishnment of actions which
Wi 1l result in conformance with the standards. Interim
conpensatory security measures are required.
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APPENDI X B
** CLASSI FI CATI ON**

PHYSI CAL SECURI TY PLAN

Activity: Dat e:
1. Pur pose. State the purpose of the plan.
2. General. Mssion and size of the installation, average

popul ation of Marines and famly nmenbers, overall daily
popul ation including civilian personnel.

3. Area Security. ldentify overall size of the installation

to include inhabited and uni nhabited areas. ldentify restricted
and non-restricted areas, buildings, and other structures
considered critical. Provide requirenents for resource

protection and established priorities for their protection.

4, Control Measures. Detail established restrictions on
ingress/egress into critical areas (e.g., guards, badge systens,
etc.) in accordance with applicabl e orders.

a. Access Control

(1) Installation access control requirenents.
(a) Individua
1) Mlitary personnel
2) Fam |y nmenbers.
3) Civilian Enpl oyees.
4) Mai nt enance personnel
5) Contractor personnel.
6) Vendors.

** CLASSI FI CATI ON**
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** CLASSI FI CATI ON* *
(b) Vehicle. (Registration, including state
and/ or host country. Policy on
adm ni strative inspection of mlitary and
privately owned vehicles.
(2) Restricted and non-restricted areas.

(a) Restricted area access requirenents for
i ndi vi dual s:

1) Mlitary personnel
2) Fam |y nenbers.

3) Gvilians.

4) Mai nt enance.

5) Contractors.

6) Vendors.

(b) Restricted area access requirenents for
vehi cl es:

1) Mlitary and governnent owned vehicl es.
2) Privately owned vehicl es.

3) Energency vehi cl es.

4) Taxis, buses, etc.

b. Material Contro

(1) I nbound

(a) Requirenents for adm ssion of material and
suppl i es.

** CLASSI FI CATI ON**
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(b)

(c)

(d)

** CLASSI FI CATI ONF*

Search and inspection of material for
possi bl e sabotage/terrorist hazards.

Speci al controls on delivery of supplies
and/ or personnel shipnents in restricted
ar eas.

Est abl i shed control |l ed hol ding areas and
safe havens for classified, AA&E, and
hazar dous materi al

(2) CQutbound

(a)
(b)

5. Aids to secur

Requi red docunentati on

Transfer areas for controlled, classified,
AA&E, and hazardous materi al .

ity

a. Protective barriers

(1) Natural.

(2) Ceneral.

(a) Fencing.

1)
2)
3)

4)

(3) Specif

Cl ear zone requirenents.
Mai nt enance.
Perinmeter ingress/egress points (gates).

Gat ehouses. (Location, hours of
operation, construction)

ic barriers.

** CLASSI FI CATI ONF*
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** CLASSI FI CATI ONF*

(a) Stationary

1) Type.
2) Current placenent.

3) Muai ntenance requirenents.

(b) Mobile

1) Type.

2) Current placenent and/or staging area.
3) Depl oynent schedul e.

4) Support requirenments for depl oynent.

5) Mai nt enance requirenents.

Protective Lighting

(a)
(b)
(c)
(d)
(e)

Pl acenent .
Mai nt enance.
Power failure contingency plan.
Uni nterrupted Power Sources.
Enmer gency Lighting systens.
1) Stationary.
2) Mobile.
a) Stagi ng Area.
b) Mai nt enance requirenents.

** CLASSI FI CATI ON**
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** CLASSI FI CATI ONF*

c) Depl oynent schedul e.

d) Support requirenents for deploynent.

C. El ectronic Security Systens

(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)

Al arm Control Center.
Use and nonitoring.

Al arm response policy.
Al arm response drills.

Trai ni ng requirenents.

Conmponent testing requirenents.

Conmponent testing schedul e.

Mai nt enance responsibilities.

Power failure contingency plan.

(10) Uninterrupted power sources.

6. Security Forces

a. Table of organization.

b. Tour

of duty.

C. Post s.

(1) Stationary.

(2) Mobile.

d. Available resources (e.qg.

** CLASSI FI CATI ON**

SRT, MAD,

CID, Auxiliary.)
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** CLASSI FI CATI ONF*

Equi prnent .

(1)

(2)
(3)

Weapons.
(a) Training.
(b) Qualification requirenents.

Vehi cl es.

Support Equi prent (hand irons, flashlight.)

Conmmuni cat i ons.

(1)
(2)
(3)
(4)
(5)
(6)

Moni toring | ocation.

Aut hori zed users.

Aut hori zed frequenci es.

Shared frequenci es.

Mobi |l e Assets (vehicle & portable.)
Locati on of support equi pnment (repeaters,

** CLASSI FI CATI ONF*

etc.)
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PHYSI CAL SECURI TY THREAT MATRI X

THREAT TYPE

THREAT DESCRI PTI ON

THREAT EXAMPLE

MAXI MUM

I NDI VI DUAL | N
ORGANI ZED AND TRAI NED GROUPS ALONE
OR W TH ASSI STANCE FROM AN
I NSI DER; SKI LLED
ARMED AND EQUI PPED | NTRUDERS W TH
PENETRATI ON Al DS

TERRORI STS AND SPECI AL PURPCSE FORCE;

HI GHLY TRAI NED | NTELLI GENCE AGENTS

ADVANCED

| NDI VI DUAL( S)

WORKI NG ALONE OR | N COLLUSI ON W TH

AN | NSI DER, SKI LLED OR SEM SKI LLED
W THOUT PENETRATI ON Al DS

HI GHLY ORGANI ZED CRI M NAL ELEMENTS;

TERRORI STS OR PARAM LI TARY FORCES;
FOREI GN
I NTELLI GENCE AGENTS W TH ACCESS

| NTERMEDI ATE

I NDI VI DUAL(S) CR

I NSI DER(S) WORKI NG ALONE OR | N
SMALL GROUPS; SOME KNOW.EDGE OR
FAM LI ARI TY OF SECURI TY SYSTEM

CAREER CRI M NALS; ORGANI ZED CRI MVE;

VWH TE COLLAR CRI M NALS; ACTI VE

DEMONSTRATORS; COVERT | NTELLI GANCE

COLLECTORS; SQVE TERRORI ST GROUPS

LoOwW

I NDI VI DUAL(S) OR | NSI DERS WWORKI NG
ALONE OR IN A SMALL GROUP

CASUAL | NTRUDERS; PI LFERERS AND

THI EVES; OVERT | NTELLI GENCE COLLECTCRS;

PASSI VE DEMONSTRATORS

DOD ASSET PRI ORI TI ZATI ON

SECURI TY SYSTEM ASSET ASSET
LEVEL DEFI NI TI ON EXAVPLE
NUCLEAR AND CHEM CAL WEAPONS AND
ALERT/ MATED DELI VERY SYSTEMS
A

| NTEGRATED ELECTRONI C SECURI TY SYTEMS,
ENTRY AND Cl RCULATI ON CONTROL, BARRI ER

SYSTEMS, ACCESS DELAY AND DENI AL
SYSTEMS, DEDI CATED SECURI TY FORCES,
DESI GNATED | MVEDI ATE RESPONSE
FORCES

THE LCSS, THEFT, DESTRUCTI ON
OR M SUSE OF TH S RESOURCE
WLL RESULT I N GREAT HARM TO
THE STRATEGQ C CAPABI LI TY OF
THE UNI TED STATES

CRI TI CAL COMVAND, CONTRQOL,
COVMUNI CATI ONS FACI LI TI ES AND
SYSTEMS

CRITI CAL | NTELLI GENCE GATHERI NG
FACI LI TIES AND SYSTEMS

PRESI DENTI AL TRANSPORT SYSTEMS
NUCLEAR REACTORS AND CATEGORY | AND
Il
SPECI AL NUCLEAR NATERI ALS

RESEARCH, DEVELOPMENT, AND TEST

ASSETS
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DOD ASSET PRI ORI TI ZATI ON

SECURI TY SYSTEM ASSET ASSET
LEVEL DEFI NI TI ON EXAVPLE
ALERT SYSTEMS, FORCES, AND FACI LTI ES
B ESSENTI AL COMVAND, CONTROL, AND

ELECTRONI C SECURI TY SYSTEMS, ENTRY AND

Cl RCULATI ON CONTROL, BARRI ER SYSTEMS,

DEDI CATED SECURI TY FORCES, DESI GNATED
RESPONSE FORCES

THE LGSS, THEFT, DESTRUCTI ON
OR M SUSE OF THI S RESCQURCE
COULD BE EXPECTED TO GRAVELY
HARM THE OPERATI ONAL
CAPABI LI TY OF THE UNI TED
STATES

COVMUNI CATI ONS FACI LI TI ES AND
SYSTEMS

CATEGORY | ARMS5, AMVUNI TI ONS AND
EXPLGCSI VES

RESEARCH, DEVELCPMENT, AND TESTS
ASSETS

C

ELECTRONI C SECURI TY SYTEMS, ENTRY AND
Cl RCULATI ON CONTROL, BARRI ERS,
SECURI TY
PATROLS, DESI GNATED RESPONSE FORCES

THE LOSS, THEFT, DESTRUCTI ON
OR M SUSE OF TH S RESOURCE
COULD | MPACT UPON THE
TACTI CI AL CAPABI LI TY OF THE
UNI TED STATES

NONALERT RESOURCES AND ASSETS
PRECI SI ON GUI DED MUNI TI ONS

COMVAND, CONTROL AND COVMUNI CATI ONS
FACI LI TIES AND SYSTEMS

CATEGORY || ARWVS,
AVMUNI TI ON, AND EXPLCSI VES

PETROLEUM Q'L, AND LUBRI CANT
(PQL) / PONER/ WATER/ SUPPLYSTORAGE
FACI LI TI ES

RESEARCH, DEVELOPMENT, AND TEST
ASSETS

D

ELECTRONI C SECURI TY SYSTEMS, ENTRY AND

Cl RCULATI ON CONTROL, BARRI ER SYSTEMS,

DEDI CATED SECURI TY FORCES, DESI GNATED
RESPONSE FORCES

THE LCSS, THEFT, DESTRUCTI ON
OR M SUSE OF THI S RESQURCE
COULD BE EXPECTED TO GRAVELY
HARM THE OPERATI ONAL
CAPABI LI TY OF THE UNI TED
STATES

ARNM5, AMMUNI TI ON' AND EXPLCSI VES

ECXHANGES AND COWM SSARI ES, FUND
ACTIVITI ES

CONTROLLED DRUGS AND PRECI QUS METALS
TRAI NI NG ASSETS

RESEARCH, DEVELOPMENT
AND TEST ASSETS




MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

APPENDI X D

| NSTRUCTI ONS FOR PREPARATI ON_AND
DI STRI BUTI ON_ OF PHYSI CAL SECURI TY SURVEY

1. GENERAL. The followi ng instructions are intended to
provi de gui dance for the uniformpreparation and distribution of
physi cal security surveys.

2. BLOCK PREPARATI ON | NSTRUCTI ONS. Each bl ock appearing in the
United States Marine Corps Physical Security/Crine

Prevention Survey (NAVMC 11121), identifies, controls and
records each survey and therefore will be filled in conpletely.
A NAVMC 11121 exanple is |located on page D-7. The blocks listed
belowidentify required information. Provided exanples are not
al | inclusive.

Block 1 - Date. This block is conpleted on the date of
final typing and should be entered as follows: day, nonth and
year.

Block 2 - Status. Conpleted.

Bl ock 3 - Survey Control Nunber. This block contains the
control date of the survey, identification of the organization
(Moni tored Conmand Code (MCC)) conducting the survey, survey
nunber, and project code identifier (Physical Security (PS),
Crime Prevention (CP), Marine Activity (MA), Navy Activity (NA)
etc.). (Exanple: 3AURI0-008-0001- PSMVA)

Block 4 - Inspecting Unit. The provost nmarshal’s office
preparing the physical security/crime prevention survey.
(Exanpl e: Provost Marshal O fice, Marine Corps Base Quanti co,
VA.)

Block 5 - Requesting Unit. This block contains the title

of the commandi ng of ficer of the organization requesting the
survey.

(Exanmpl e:  Commandi ng O ficer, Headquarters and Service
Battalion, Marine Corps Base, Quantico, VA)
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Bl ock 6 - Organi zati on and Address of Unit | nspected/
Surveyed. Organization, activity or area to be surveyed,
(Exanple: H&S Battalion Arnory, Bldg 2171, MCB Quantico, VA)

Block 7 - Distribution. An original and one copy wll be
typed and di ssem nated as fol | ows:

a. Oiginal - Commanding O ficer of activity surveyed.
b. File - Local installation provost nmarshal office.

Bl ock 8 - Type of Survey. Surveys will be titled "Physical
Security.”

Bl ock 9 - References. List all references.

Bl ock 10 - Basis for Survey.

(Exanple: As set forth in references (a) and (b), the provost
mar shal directed that a physical security survey be conducted
(date, building, unit/activity, and base/station.) Contact was
made with (grade, nane, and title) and a survey was initiated.)

Bl ock 11 - Synopsis of Survey. This is a summtion of
deficiencies identified during the survey and will serve as the
basis for prioritizing corrective action should be acconpli shed.
This block may al so be used to provide reconmmended acti ons.
(Exanmpl e: The follow ng deficiencies were identified during the
course of the survey and require corrective action:

1. The intrusion detection system has no energency backup
power .

Block 12 - Data Affecting the Survey Site. This includes a
canvass of |l ocal provost marshal office crine analysis records
affecting the survey site and surrounding area. (Exanple: The
following crinmes have been reported in the vicinity of Bldg. 25
during the previous 12 nonth period: (3) Larceny of Private
Property.)

Block 13 - Building and Area. Identify the building by nunber

and type of construction (stories and type of material) and
| ocation (describe surrounding area, industrial, business,
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residential, barracks, etc., and location in relation to the
installation). (Exanple: Building 2111 is a three-story
bui |l di ng constructed of brick veneer. The building is |ocated
in a business section in the southwest area of the

instal lation.)

Bl ock 14 - Physical Security Barriers. Address each
category separately and fully.

1. Walls - Describe material, type of construction, and any
deficiencies. (Exanple: Exterior walls for the facility are
constructed of eight-inch nortar reinforced brick. Interior
wal | s are constructed of plaster nounted on netal studs.)

2. Doors - Describe nunber, material, type of construction, and
any deficiencies. (Exanple: There are five doors in the
exterior walls of this facility. The main entrance exit door is
constructed of 1-3/4 inch hollow netal secured to the walls in a
netal frane, hinge pins are |located on the interior of the door.
(describe | ocking devices in Block 15, section d)).

3. Floor - Describe material, type of construction, and any
deficiencies. (Exanple: The floor of this facility is
constructed of an eight inch poured concrete pad.)

4. Ceiling/Roof - Describe material, type of construction, and
any deficiencies. (Exanple: The ceiling of the facility is
constructed of netal | beans with an exterior covering of tar
and gravel .)

5. Wndows/ Q her Openi ngs - Describe nunber, material, type of
construction, and any deficiencies. (Exanple: There are

si xteen windows in the exterior walls of the facility. The

w ndows are constructed of standard pane gl ass in wood franes,

secured to the walls in netal frames (describe | ocking devices
in Block 15, section d)).

6. Natural — Describe and indicate whether there are natural
barriers.

Bl ock 15 - Physical Security Aids, Equipnment and Devices.
These itens provide protection in relationship to the
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sensitivity of the property being protected. Address each
cat egory separately.

1. Lighting (Exterior/Interior) - Describe type, l|ocation
(exterior location in relation to the facility), nount type, and
any deficiencies. Include a night light survey. (Exanple:
There is an incandescent light fixture |ocated above the main
entrance/ exit door. There are exterior building nounted high
pressure sodiumfixtures |ocated on the east and west walls.)

2. Fencing - Describe type, type of construction, nunber of
personnel /vehicle gates in the fence line, and any defi ci encies.
(Exanmple: There is a fence surrounding the facility. The fence
is constructed of nine-gauge chain link and is seven feet high
Wi th an outrigger. There are four personnel and one vehicle
gate within the fenceline.)

3. Locks - Describe type for wi ndows and doors, and any
deficiencies. (Exanple: The main entrance/exit door is secured
with a nortise | ock supported by a deadbolt assenbly with a one-
inch throw Wndows for the facility are secured with a
crescent sash | ock.)

4. Vaul ts/ Saf es/ Containers - Describe to include nunber in the
facility, nake, type, weight, use, and any deficiencies.
(Exanple: There is one safe in use in the facility. The safe is
a Mosler brand five-drawer safe wei ghing approxi mately 750
pounds. The safe is utilized to store negotiable instrunents).

5. Electronic Security System (ESS) - Describe type, interior
conponents, where the system annunci ates, and any defi ci enci es.
(Exanple: There is an intrusion detection systemin use in this
facility. The interior systemis conprised bal anced magnetic
swi tches and passive infrared notion detectors. There is also a
duress switch utilized in the facility. The system annunci ates
at the Provost Marshal O fice, which is staffed on a 24-hour
basis.)

6. Key and Lock Control - Describe the program and any
deficiencies. (Exanple: Key control has been established for
this facility. Al keys to the facility are signed out in a key
control |ogbook that is maintained by the SNCO C.)
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7. Security Force - Describe. (Exanple: There are no guards
posted at this facility. Mlitary Police provide a response to
all alarns received fromthis facility. Mlitary police have
been provided training concerning the use of force in accordance
with reference ( ).

Note: Provide adequate protection in relationship to the
sensitivity of the property being protected.

Bl ock 16 - Preventive Measures and Procedures. Address
each category separately and provi de recomendati ons
accordingly.

1. Security Oders/SOP. WIIl include site specific security
orders that address security in conjunction wth MCO 5530. 14,
and any deficiencies. (Exanple: Reference ( ) provides
detailed information concerning security of disbursing currency
and negoti able instrunents).

2. Access control. Describe facility access control to include
locally alarmfire doors, buzzer assenblies, and any
deficiencies. (Exanple: Access to the facility is the
responsibility of and controlled by personnel assigned to the
facility. Two of the doors are provided additional protection
by local "fire door"” alarns that annunciate in the event the
door is opened).

3. Property accountability. Includes inventories required by
specific directives, installation CVR requirenents, and any
deficiencies. (Exanple: Inventories on all currency and

negoti abl e instrunments are conducted by disinterested personnel
on a nonthly basis. Plant property is inventoried on a sem -
annual basis.)

4. Robbery/burglary procedures. Addresses installation
crime prevention orders, local SOPs that identifies

Robbery/ Burgl ary Procedures, and any deficiencies. (Exanple:
Robbery/ Burgl ary procedures are outlined in references ( )
and ().

5. Cine/Loss Prevention Awareness Training. ldentify training
provi ded by the command or by the Provost Marshal’s
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O fice, and any deficiencies. (Exanple: Crinme/lLoss Prevention
training is conducted on an annual basis in conjunction with the
Provost Marshal O fice Crime Prevention Ofice.)

Bl ock 17 - Action/Comment. Exanple:

1. Questions concerning coments or recommendations contai ned
in this report may be addressed to the Provost Marshal’s Ofice
Physi cal Security Section, extension 614-1414.

2. Action taken as a result of this survey will be
forwarded to the installation Provost Marshal’'s O fice, via the
chain of command, within 90 days of receipt.

Bl ock 18 - Typed Nanme and Grade of Inspector. Nane of

i ndi vi dual who conducted the survey should be entered as first
and mddle initials, |last nanme and grade.

(e.g., GE Davis, Sgt.)

Bl ock 19 - Typed Nanme and Grade of Approving Oficer. Nanme
of officer approving the survey should be entered as first and
mddle initials, |last nane and grade; e.g., P.M Gow, Capt.

3. | DENTI FI ED DEFI Cl ENCY REQUI REMENTS. For all deficiencies
identified in a survey category, the requirenent and the
applicable reference should listed. (Exanple: Requirenent - The
i ntrusi on detection system has no energency backup power.

Ref erence (a), paragraph 0803 requires that all IDS be provided
ener gency backup power.)

4. RECOMMENDED CORRECTI VE ACTI ONS. Physical Security

| nspectors identify deficiencies and provide the requirenent as
directed by applicable orders. Unit Comranders are given the

| atitude to correct identified deficiencies as |ong as those
corrective nmeasures enployed neet the requirenents of the
applicable orders. Recommended Corrective Actions are just
that, a recommendation that will assist the Unit Commander in
alleviating the deficiency and comng in conpliance with the
applicable order. (Exanple: Recommendation — A Key Control |og
Book shoul d be utilized vice single sheet Key Control log in
order to prevent the surreptitious renmoval of |og pages.)
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5. SURVEY COVER SHEET. The Survey Cover Sheet is intended to
provi de a nmeans of control during the distribution, filing, and
di sposal of Crinme Prevention/Physical Security Surveys. Each
survey will be acconpanied by a Survey Cover Sheet. A Survey
Cover Sheet exanple is |ocated on page D 10.
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PHYSI CAL SECURI TY SURVEY EXAMPLE

UNI TED STATES MARI NE CORPS DATE
PHYSI CAL SECURI TY/ CRI ME PREVENTI ON SURVEY (See Block 1 For Guidance)
(1600) STATUS
NAVMC 11121 (10-82) SN 0000-00- 006-8761 (See Block 2 For Guidance)
Ul: 100 SH PER PAD
SURVEY CONTROL NO DI STRI BUTI ON
(See Bl ock 3 For Cuidance) (See Bl ock 7 For Cuidance)

I NSPECTI NG UNI' T
(See Bl ock 4 For Cuidance)

REQUESTI NG UNI' T
(See Bl ock 5 For Cuidance)

ORGANI ZATI ON AND ADDRESS OF UNI T | NSPECTED/ SURVEYED TYPE OF SURVEY
(See Bl ock 6 For Cuidance) (See Bl ock 8 For Cuidance)

REF: (See Block 9 For Cuidance)
BASI S FOR SURVEY

(See Bl ock 10 For Cui dance)

SYNOPSI S OF SURVEY

(See Bl ock 11 For Cui dance)

DATA AFFECTI NG SURVEY SI TE

(See Bl ock 12 For Gui dance)

S| GNATURE OF | NSPECTOR S| GNATURE OF APPROVI NG OFFI CER
TYPED NAME AND GRADE OF | NSPECTOR TYPED NAME AND GRADE OF APPROVI NG OFFI CER
(See Bl ock 18 For Cui dance) (See Bl ock 19 For Cui dance)
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PHYSI CAL SECURI TY SURVEY EXAMPLE ( CONTI NUED)

SURVEY CONTROL NUMBER (See Bl ock 3 For Cui dance)

BU LDl NG AND AREA
(See Bl ock 13 For Guidance)
PHYSI CAL SECURI TY BARRI ERS

(See Bl ock 14 For Guidance)

1. Walls -
2. Doors -
3. Fl oor -

4. Ceiling/ Roof -

5. Wndows/ Q her Qpeni ngs -

6. Natural -

PHYSI CAL SECURI TY AI DS, EQUI PMENT, AND DEVI CES
(See Bl ock 15 For Gui dance)

1. Lighting (Exterior/Interior) -

2. Fencing -
3. Locks -

4. Vaul ts/ Saf es/ Contai ners -

5. Electronic Security System (ESS) -

6. Key and Lock Control -

PAGE 2 OF 3



MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

PHYSI CAL SECURI TY SURVEY EXAMPLE ( CONTI NUED)
SURVEY CONTROL NUMBER (See Bl ock 3 For Cui dance)

7. Security Force -

PREVENTI VE MEASURES AND PROCEDURES
(See Bl ock 16 For Cui dance)

1. Security Oders/SOP -

2. Access Control -

3. Property Accountability -

4. Robbery/Burglary Procedures -

5. Crinme/Loss Prevention Awareness Training -

ACTI ON COMVENT

(See Bl ock 17 For Cui dance)

PAGE 3 OF 3
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PHYSI CAL SECURI TY SURVEY COVER SHEET EXAMPLE

CRI VE PREVENTI ON SURVEY PHYSI CAL SECURI TY SURVEY

THE ATTACHED DOCUMENTATION IS A REPORT FROM THE
PHYSI CAL SECURI TY/ CRI ME PREVENTI ON SECTI ON

Thi s docunent nust not be |left unattended or where an unauthorized person may have access to it.

When not in use, it nust be stored in a safe place. Wile this docunment is in your possession,

it is your responsibility that the information contained therein is not rel eased to unauthorized

persons. Requests for access to or disclosure of the attached document (s) nust be referred to
the originating command’s Crimnal Investigation Division Oficer.

DATE:

SURVEY CONTROL NQO. :
FROM

TO

1. TH'S DOCUMENT | S FURNI SHED FOR YOUR | NFORVATI ON OR/ AND ACTI ON
AS DEEMED APPROPRI ATE.

2. WHEN THI' S DOCUMENT | S NO LONGER NEEDED | T SHOULD BE DESTROYED
BY BURNI NG OR SHREDDI NG

Rel easi ng Authority
FOR OFFI CI AL USE ONLY

| F CLASSI FI ED - OPNAVI NST 5510.1 APPLI ES
MCB FORM 5530/ 3 FEBRUARY 1997 (EF)
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APPENDI X E

VAI VER AND EXCEPTI ON FORVAT

1. WAIVER AND EXCEPTI ON | DENTI FI CATI ON.  Thi s appendi x provi des
gui dance for the assignnent of waiver or exception nunbers for
devi ati ons from established physical security standards. This
format is al so applicable when requesting extensions. The
objective is to provide a ready identification of any given

wai ver or exception with respect to the organization invol ved,
year of issue, and current status. The follow ng paragraphs
apply to each waiver or exception in regard to identification
purposes to ensure conpatibility with the automated dat abase.

a. The first character will be the letter M foll owed by
the Unit ldentification Code (UC) of the organization
initiating the request. The letter Mis required to maintain
conpatibility with the aut omat ed dat abase.

b. The character after the UCw Il be Wfor waiver or E
for exception.

c. The characters after the Wor Ewll represent
subsequent nunbers of request during the cal endar year begi nning
with 01. Waiver and exception nunbers will run sequentially,
i.e., WO01-99, WO02-99, WO03-99 and E-01-99, E-02-99, E-03-99.

d. Oiginal waiver and exception nunbers wll be utilized
for all extension requests. Subsequent extension requests wll
be identified by successive letters of the al phabet begi nning
with A i.e., WO01A-99, E-02C 99, etc.

EXAMPLE: MD2222- E01- 99

M — Marine Corps Organi zation

02222 - Unit ldentification Code

E - | dentifies an exception request

01 - Identifies initial exception request (Second request
woul d read EO1A, third request EO1B, etc. )

99 - 1999 (year initial exception was requested)
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2. VAl VER FORVAT

Li ne 1 — Wai ver nunber

Line 2 — Specific statenent of actual requirenment with reference
to chapter, section, and paragraph in the applicable security
manual which cite standards which cannot be net.

Line 3 — Specific description of condition(s) that cause the
need for the waiver and reason(s) why applicabl e standards
cannot be net.

Line 4 — Conpl ete description of the physical |ocation of
affected facilities or area. Structures will be identified by
bui | di ng nunber.

Line 5 - Identify interimmandatory conpensatory neasures in
ef fect or planned.

Line 6 — Describe the inpact on m ssion and any probl ens that
will interfere with safety or operating requirenents if the
wai ver is not approved.

Line 7 — Identify resources, including estimted cost, to
el imnate the waiver.

Line 8 — Identify actions initiated or planned to elimnate the
wai ver or estimated tinme to conplete, to include the
organi zation plan of action and m | estones.

Line 9 - Point of contact to include nanme, rank, autovon and
commer ci al phone nunbers.
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3. EXCEPTI ON FORVAT

Line 1 — Exception nunber

Line 2 — Statenent of the specific requirenent with reference to
chapter, section, and paragraph in the applicable
security manual which cite standards which cannot be
et .

Line 3 - Specific description of condition(s) that cause the
need for the waiver and reason(s) why applicabl e standards
cannot be net.

Line 4 - Conplete description of the physical |ocation of
affected facilities or area. Structures will be identified by
bui | di ng nunber.

Line 5 — Identify, in detail, equivalent security neasures and/
or conpensatory neasures that are being applied. Also indicate
the organi zation plan of action and m | estones.

Line 6 — Describe the inpact on m ssion and any probl ens that
wll interfere with safety or operating requirenents if the
exception is not approved.

Line 7 — Point of contact to include nanme, rank, autovon and
comer ci al phone nunbers.
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APPENDI X F
SECURI TY SURVEY GUI DE FOR DI SBURSI NG FACI LI TI ES
DOD 7000. 14R
DOD FI NANCI AL MANAGEMENT REGULATI ON, VOLUME 5 CHAPTER 3

1. Has commander responsible for the security of the disbursing
of fice devel oped a security program and i ssued a comrand
instruction or notice covering adequate protection of funds,
docunents, and instrunents? (par 030302A(2))

2. Does the commander conduct periodic reviews of the program
for adequacy of current security nmeasures? (par 030302A(3))

3. Are all fund transfers coordi nated and conducted wi th
mlitary police and/or arnmed personnel ? (par 030302A(4))

4. Are deputies, agents, cashiers, and/or custodi ans each
provi ded a separate secure container? (par 030302B)

5. Does the disbursing officer or designated representative, at
| east sem -annual |y conduct an inspection of office security
nmeasures? Are records maintained of such inspections?

(par 030302B)

6. Is vault access limted to only authorized personnel ?
(par 030302B(1))

7. 1f avault day gate is utilized, have keys been issued to
only authorized personnel? (par 030302B(1))

8. Are windows and doors kept to a m ninmum and barred and/ or
| ocked at all times? (par 030302B(3)

9. Are all transactions conducted from behind a physical barrier
(cage, room counter) which restricts normal traffic and
interference by other activities and personnel in the office?
(par 030302B(4))

10. Are all security devices for the check signing machi nes,

neters, and plates kept in the custody of the Disbursing Oficer
or designated representative at all tinmes? (par 030302B(5))
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11. Has responsibility for receipt, holding, and final
di stribution of checks been assigned in witing?
(par 030302B(6))

12. Has the Disbursing Oficer provided witten and oral
instructions to all deputies, agents, cashiers, and custodi ans
concerning the proper care and handi ng of cash and ot her
account abl e docnents? Have all personnel signed affadavits
attesting to receipt of these instructions? (par 030302B(9))

13. Are all cash, blank U S. Treasury checks, blank U S. savings
bonds, bl ank depositary checks, and related itens kept in a
vault, safe, or security container neeting the requirenents set
forth in paragraph 030304? (par 030302B(10))

14. Are all fund containers, on wheels or weighing |l ess than 750
pounds, stored in a vault or secured in a way to prevent
novenent ? (par 030302B(11))

15. Are all fund containers visible to the exterior of the
office, illumnated to all ow observation fromsecurity patrol s?
(par 030302B(12))

16. Are the conbinations of each vault, safe, and fund contai ner
changed at | east every 6 nonths and upon releif, transfer,
separation, or discharge, of the accountable individual?

(par 030302B(13))

17. Are safe conbinations and duplicate keys of strong boxes
mai ntai ned in a seal ed, signed and dated envel ope? |Is the
envel ope maintained in the Disbursing Oficer’s safe?

(par 030302B(13))

18. Is the conbination to the Disbursing Oficer’s safe
mai ntai ned in a signed, seal ed envel ope by the comrander or
command security officer? (par 030302B(13))

19. Is a signed and dated record of all safe conbination changes
mai nt ai ned in each safe or container? (par 030302B(14))

20. Is the dial to each vault, safe, or container shielded to

limt the possibility of the conbination bei ng observed
(par 030302B(15))

F-2



MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

21. Is the nane and phone nunber of the accountabl e individual
posted on the interior of the vault, safe, or container?
(par 030302B(16))

22. Has key control been established per MCO P5530. 14, Chapter
3, paragraph 30077

23. Has a key custodi an been assigned per MCO P5530. 14, Chapter
Chapter 3, paaragraph 30077?

24. Are keys to the individual work space or disbursing office
strictly controlled? (par 030302B(17))

25. Is a key control | ogbook maintained to identify individuals
assi gned keys, when they were issued, and when they were
surrendered? (par 030302B(17))

26. Is an Intrusion Detection Sytem (IDS) in use? 1Is the
exi stence of the IDS system posted? (par 030303B)

27. |Is the IDS protected agai nst tanpering, bypassing, and
f ool proofing? (par 0303030

27. |Is the IDS tested quarterly per MCO P5530. 14, Chapter 7,
paragraph 70057

28. |Is the disbursing office conspicuously posted as a
restricted area per MCO P5530. 14, Chapter 3, paragraph 30067

29. Do all fund containers neet requirenents? (par 030304)
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APPENDI X G
SECURI TY SURVEY GUI DE FOR BUSI NESSES
AND CASH AND MERCHANDI SE SECURI TY

1. Has the commandi ng officer responsible for security issued
orders or directives covering all phases of security?

2. Has an officer/SNCO been appointed wth the responsibility of
security?

3. |Is exterior security adequate (e.g., guards, lights, fences,
vegetation, etc.)?

4. Are all accessible openings adequately secured (e.g., doors,
wi ndows, vents, skylights, etc.)?

5. Are security screens, bars, and gates properly nmounted and in
good state of repair?

6. Are exterior doors of solid construction or adequately
prot ect ed?

7. Are exposed hinge pins welded or penned to prevent renoval ?

8. Are doors exiting to the outside provided with double | ocking
devi ces?

9. Are locks, sliding bolts, hasps and receivers for padl ocks
and crossbars properly installed?

10. Are soft walls between exchange prem ses and boil er roons’
out side rest roons, or adjoining buildi ngs adequately reinforced?

11. Are air ducts, heating shafts, trap doors or simliar
apertures penetrating exterior walls, roof, or floor adequately
secur ed?

12. Are intake/exhaust fans or air-conditioners installed in
outer walls adequately secured to prevent renoval ?

13. Are crawl spaces beneath buildings and in the interior
bet ween roof and ceiling adequately secured?
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14. Are fire exit doors equipped with a day alarmor simliar
war ni ng devi ses?
15. Are stockroons/service doors kept | ocked when not in use?

16. Is the activity protected by an operable intrusion detection
syst enf

17. What are the nunber/causes of fal se/nuisance alarnms in the
past 12 nont hs?

a. User error.
b. Wat her.
c. Oher.

| NTERNAL SECURI TY

1. Do enployees enter/exit through one designated door?

2. Are adequate locker facilities available and used by
enpl oyees?

3. Are adequate background checks made on all enpl oyees?

4. Are critical itenms properly secured during non-operational
hour s?

5. Are critical itens properly safeguarded during operationa
hour s?

6. Are customer identification requirenents conplied with?

7. |s adequate control and supervision being maintained over
janitorial/custodial personnel ?

8. Are venders, rack jobbers, etc., acconpani ed by responsible
activity personnel when on exchange prem ses?

GENERAL SECURI TY

1. Are frequent accountability control training sessions
conduct ed?
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2. Are enployees aware of their responsibilities for
accountability control ?
3. Are enpl oyees cogni zant of standi ng operating procedures?

4. |Is an effective orientation programfor newy hired personnel
in effect?

MERCHANDI SE/ CASH SECURI TY

1. Are incomng shipnments carefully checked for signs of
pi | ferage, danage, etc.?

2. Are nerchandi se shi pping and receiving procedures in
conpliance with directives?

3. Are van-type exchange/contracter trucks used exclusively to
transport nerchandi se?

4. Are enployee activities in the facility supervised during
nonoper ati ng hours?

5. Does managenent conduct spot checks of the prem ses to
di scourage conceal ment of nerchandi se by enpl oyees?

6. Are friends and rel atives of enpl oyees di scouraged from
loitering in the facility?

7. Are trash disposal areas spot checked for evidence of
pi |l ferage?

8. Are boxes, cartons, and containers flattened before disposal ?
9. Are incom ng/outgoing shipnments properly checked/ docunent ed?
10. Are all shipments recorded i nmedi ately upon receipt?

11. Are pricing procedures in conformance with directives?

12. Are enployee’s personal effects kept in a |ocation other
than the selling/stock area?

13. Are enployees prohibited fromnaking sales to thensel ves?
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14. Are enployee’s purchases nmade in the presence of the manager
or desi gnee?

15. Are enployee’s purchases bagged and stapled and is a cash
regi ster receipt affixed to the bag?

16. Are enployee purchases stored in a central |ocation and spot
checked by managenent ?

17. Does each sales clerk have a separate cash drawer?
18. Are sales rung up inmediately?

19. Does each sale clerk close the cash drawer imredi ately after
sal es?

20. Are zero rings strictly controlled and affixed to daily
clerk reports?

21. Are custoner purchases bagged and st apl ed?
22. Are cash register receipts affixed to custoner purchases?

23. Are cash register readings made only by the nanager or the
desi gnee?

24. Are overings authenticated by managenent ?
25. Are unannounced cash register spot checks nade?

26. Are excessive or recurring cash discrepancies investigated
by managenent ?

27. Do sales personnel lock their register drawers and renove
t he keys when | eaving the cash register unattended?

28. Are cash register areas spot checked by nmanagenent for
evi dence of mani pul ati on?

29. Is the safe(s) conbination entrusted to an accountabl e

i ndi vi dual and not divulged or entrusted to any ot her person or
written down anywhere?
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30. Are the safe conbination changed at | east once every 6
nont hs or upon transfer of the accountabl e individual?
31. Are the conbination dials of the fund containers conceal ed
or shielded fromthe view of all except the accountable

i ndi vi dual ?

32. 1Is the nane and tel ephone nunber of the responsible
i ndi vidual affixed to the inside of the funds contai ner?

33. Wenever possible, are funds containers |located in a single
room where security standards can be concentrated?

34. Are public funds, docunments, and other records stored
separately fromall cash nmaterial ?

35. Are all funds containers weighing |less than 750 pounds or on
wheel s secured to prevent novenent?

36. Are all fund containers that are visible fromthe exterior
illum nated at night?

37. Are all transactions conducted from behind a physical
barrier (e.g., cage, counter or room?

38. Are work areas where cash is handl ed conspi cuously narked
"RESTRI CTED AREA AUTHORI ZED PERSONNEL ONLY?”

39. Are adequate security neasures provided to cash transfers
and escort/courier service?

40. Are there energency reaction procedures/plans established
for burglary, robbery, fire alarns, and bonb threats?
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APPENDI X H
SECURI TY SURVEY GUI DE FOR WAREHOUSES
1. Has a conmand security officer been appointed in witing?

2. Are hinges to doors non-renovable or provided with inside
hi nge protection?

3. Are high value dollar, sensitive, and highly pilferable itens
protected with approved | ocki ng devise?

4. Has a key custodi an been appointed in witing?

5. Are lock cores rotated at |east annually or when deened
necessary?

6. Are only those personnel with the need, issued keys with the
approval of the security officer?

7. 1s key control | ogbook naintained?
8. Are physical and conprehensive key inventories conducted?

9. Are lock cores changed upon notification of |lost or stolen
keys?

10. Is the building afforded appropriate |ighting?

11. Is the building checked after normal working hours by the
security force?

12. Are security checks conducted prior to securing?

13. Is all business conducted behind a counter/barrier which
precl udes unaut hori zed access to storage area?

14. Are air ducts, heating shafts, trap doors or simlar

apertures penetrating exterior walls, roof, or floor adequately
secur ed?
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